Decetber 9, 2010

Charles W. Steger; Ph.D. : S
President Oviernighit Mail

Virginia Polytechnic Institute-& State University Tracking Number

222 Burrus:Hall : 1Z A54.67Y 01 97995015
Blacksburg, VA 24061

RE: Final Program Review Determination (FPRD)
OPE ID: 00375400 |
PRCN: 200810326735

Dear Dr. Steger:

The U.S. Departrient of Education’s (Departmenit’s) School Participation Team - Philadelphia:
issued a program review report on January 21, 2010 regarding Virginia Polytechnic Institute &
State University’s (Virginia Tech's; the University’s) administration of programs authorized
pursuant to Title IV of the Higher Equeation Act of 1965, as amended, 20 U.S.C. §§ 1070 et seq.
(Title IV, HEA programs). This program review focused on Virginia Tech’s.compliance with
the Jeanne Clery Disclosure of Campus Security Policy and Campus Crime Satistics-Act (Clery
Act). Virginia Tech's final response was received on April 21, 2010, The Final Program
Determination Letter (FPRD) is‘énclosed. Copies of the program review report, the Revised
Timeline of Events contained in the Governor’s Review Panel Report, and Virginia Tech’s
response ate also enclosed. ‘Any supporting docunientation submitted with ‘Virginia Tech’s
respanse is being retained by the Departmerit and is available for inspection by Virginia Tech
upon request. Additionally; this FPRD; related attachments, and any supporting. documentation
are public documents and may be provided to other oversightentities after the FPRD:is issued.

Purpose:

A final determination has been made concerning the outstanding findings of the program review
reportand is.detailed in the attached FPRD. The purpose of this letter is to: 1) advise the
University of the Department’s final determitiation and 2) to notify Virginia Tech of a possible
adverse administrative action. ‘Due to-the serious nature of the violations identified during the -
program review, we have referred this FPRD to the Department’s Administrative Actions-and
Appeals Division {AAAD) for its consideration of a possible adverse administrative action
pursuant to 34 C.F.R. § 668, Subpart G. Such action may include a fine, and/or the limitation,
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A copy.of this FPRD and its-attachments will be _posted to:the Department s Data Center ‘website
at vy, rmcra!amdmmd ed.gov/datacentericlervaeshim] for the public to review and dowiiload.

Record Retention:

Program records relating to the period ¢ covered by tl'.us pmgram review must be retained until the

later of: resolution of the. violationis, weakness, and other issues ideritified during the program

review as-delineated at 34 C.F.R. § 668.24 (e)(3)(i); or the end ef the retention period applicable

fo Title TV-related records under 34 C.F.R. § 668.24 {e)(1) and (e)(2).

The Depa:tment expresses its appreciation for the. .courtesy and cooperatlon extended throughout
the program review process. [f youhave any questions reparding this letter, please contact Mr:
Clifton Knight-on' (202) 7' 77-4244 ot myself on (21 5) 656-6447.

Sim:mry,

\)\(& ?auia-vé 3

Nancy Pavla Gifford
Area Ces_e_D_ire_ctor

Enclosures:

Final Program Review Determination

Institution’s Responsc to: the Program Review Report

Revised Timeline of Events in the Govemot's Review. Panel Report
Program Review Report

cc: Col. Wendell R. Flinchum, Chief of Police, Virginia Tech
Dr. Barry W. Simmions, Dlrector University Scholarships & Financial Aid, Virginia Tech
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A. The University

Virginia Polytechnic Institute & State Um'v‘ersity

222 Burruss Hall

Blacksburg, VA 24061

Type: Public

Highest Level of Offering: Master/Doctorate Degrees

Accrediting Agency: Southern Association of Colleges and Schools

Student Enrollment: 30,000 (Approx. 2007/2008 Academic Year)

% of Students Receiving Title IV, HEA Funds: 37% (Approx. 2007/2008 Award Year)

Title IV Participation, Per U.S. Department of Education Data Base
(Postsecondary Education Participants System):

2007/2008 Award Year

Federal Direct Loan Program $ 86,120,333
Federal Pell Grant Program $ 7,632,535
Federal Perkins Loan Program $ 2,301,947
Federal Supplemental Education Opportunity Grant Program $ 860,965
Federal Work-Study Program $ 962,143
Direct Loan Default Rate: 2006 - 0.9 %
' 2005-1.1%
2004 -12%

Perkins Default Rate: As of 6/30/07 - 8.3%
6/30/06 — 7.8%
6/30/05 - 3.7%

The Commonwealth of Virginia established Virginia Polytechnic Institute and State
University as a public land-grant institution in 1872. Located in Blacksburg, VA, the
main campus includes more than 130 buildings situated on 2,600 acres. Currently, more
than 30,000 students are enrolled at the University. At full strength, the Virginia Tech
Police Department (VTPD) employed approximately 40 sworn officers and 20 support
staff during the review period. Virginia Tech owns property in every county in the state.
The VTPD patrols buildings and property owned or controlled by the University
throughout Blacksburg and Montgomery County.
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B. Scope of Review

The U.S. Department of Education (the Department) conducted an off-site focused
program review of Virginia Polytechnic Institute & State University’s (Virginia Tech, the
University) compliance with certain provisions of the Jeanne Clery Disclosure of Campus
Secunity Policy and Campus Crime Statistics Act (Clery Act), §485(f) of the Higher
Education Act of 1965 as amended (HEA), 20 USC §1092(f). The Clery Act requires all
institutions that participate in any of the federal student financial aid programs authorized
by Title IV of the HEA to disclose crime statistics and disseminate information about
campus safety policies, procedures, and programs to members of the campus community.
The Clery Act also requires institutions to notify students and employees of reported
crimes and current threats on an ongoing basis by maintatning a crime log and issuing
timely warnings.

This review was limited to an examination of Virginia Tech’s compliance with the
“Timely Warning” provisions of the Clery Act with special attention to the shootings that
occurred on Virginia Tech’s campus in Blacksburg, Virginia on April 16, 2007. Section
485(f)(3) of the HEA and 34 C FR. § 668.46 (e) establish the requirement for timely
warnings and 34 C.F R. § 668.46 (b)(2)(i} requires an institution to provide an accurate
and complete statement of its policy regarding the issuance of timely wamings in the
annual campus security report.

On April 16, 2007.,_ a Virginia Tech student, murdered 32 members

of the Virginia Tech campus community and seriously injured others in two separate
attacks. On June 18, 2007, Virginia Governor Timothy Kaine appointed a review panel
to investigate those events and to make recommendations for improvements to the
relevant laws, policies, procedures, and systems. The Governor’s report, as.amended,
was also reviewed by the Department and is referenced in-this report.

As the agency charged with enforcing the Clery Act, the U.S. Department of Education
closely followed these events and decided to open an oft-site program review. The
Department issued a September 4, 2007 letter to Virginia Tech announcing the focused
program review. The Department also received a complaint from Security on Campus,
Inc. (SOC), a non-profit organization concerned with campus safety, alleging that
Virginia Tech violated the “Timely Warning” requirements of the Clery Act on April 16,
2007, by not issuing specific campus-wide alerts once senior officials knew of the
immediate threat to health and safety. The complaint also alleged that the University’s
ttmely warning policy, as published in its annual campus security reports (CSR) and
distributed to students and employees, did not accurately explain Virginia Tech’s actual
procedures and protocols for issuing timely warnings. This information was also shared
with Virginia Tech in our September 4 letter.
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Virginia Tech submitted its initial response to the Department’s letter on October 7,
2007. The Department issued its program review report on January 21, 2010
(Attachment B). The University submitted its official response on April 21, 2010,
following a 30-day extension (Attachment C).

The review included a careful and thorough examination of all materials submitted by
Virginia Tech, Security on Campus, Inc., and representatives of the victims and their
families. On May 18, 2010, Virginia Tech made the Program Review Report and the
institution’s response available to the public. After reviewing the material made public by
Virginia Tech, SOC sent the Department an additional statement regarding the allegations
in their initial complaint. This document stated the reasons that SOC believed that the
findings in the program review report should be sustained. The statement also addressed
what SOC characterized as factual errors and inaccuracies in Virginia Tech’s response to
the Program Review Report.

Family members of the victims also submitted materials for consideration during our
review. These records included their personal notes from meetings with Virginia Tech
officials, personal impact statements, photographs, and e-mail communications with
Virginia Tech officials and one another. Family members also submitted copies of
Virginia Tech documents and publications, financial records, and other materials that
they wanted the review team to consider. The family members submitted information to
the program review team throughout the program review process; the last set of materials
was provided on December 4, 2009. The review team also collected and examined a
variety of records during the review process including police reports, investigative
reports, campus maps, photographs, timelines, e-mail exchanges, financial records, and
other relevant materials. The team also reviewed the report prepared by the Review
Panel appointed by Governor Kaine,' [hereafter “Review Panel Report™].

For purposes of this report, we are generally relying on the revised timeline of events
_contained in the Review Panel Report. (hereinafter referred to as the Timeline of Events
and included as Attachment A to this report). If the time of an event mentioned in this

report is different from the Timeline of Events, then the source is noted.

We have completed our analysis and are issuing this Final Program Review
Determination letter. The Department has analyzed the University’s Response to the
findings in the Program Review Report and responds to Virginia Tech’s points in this
letter.

! Mass Shoolings at Virginia Tech Aprit 16, 2007 Report of the Review Panel Presented to Governor Kaine,
Commonwealth of Virginia, August 2007. An Addendum to the Report was issued in November 2009. The Report
was revised again in December 2009,

http./fwww . governor. virginia. gov/TempContent/techPanelReport-docs/FullReport.pdf

? We acknowledge thal questions have been raised about the details of certain events included in the Review Pancl Reporl. This
report reflects our conclusions on the timeframes and detaifs of the events based on the evidence and documents we received and
reviewed. We do not express any opinion on matiers outside those discussed in this Final Program Review Delermination.
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Disclaimer:

Although the review was thorough, it cannot te assumed to be all-inclusive. The absence
of statements in the report concerning Virginia Tech’s specific practices and procedures
must not be construed as acceptance, approval, or endorsement of those specific practices
and procedures. Furthermore, it does not relieve Virginia Tech of its obligation to -
comply with all of the statutory or regulatory provisions governing the Title IV, HEA
programs.

C. Findings and Final Determinations

The purpose of this letter is to: (1) advise the University of the Secretary’s final
determinations regarding the findings in the January 21, 2010 program review report; (2)
provide feedback on the corrective actions outlined in the response; (3) notify the
University of our referral to the Administrative Action and Appeals Division; and, 4)
close the program review.

Finding: Failure to Comply with Timely Warning Issuance and Policy Provisions

Citation: _

Under the Clery Act, institutions must issue timely warnings to the campus community to
inform affected persons of crimes considered to be a threat to students and employees.
See §485(f)(3) of the HEA; 34 C.F R, §668.46(¢). These warnings must be issued to the
campus community in any case where an incident of crime listed in 34 CF.R. § 668.46
(c)(1) or (c)(3) that represents a threat to students or employees is reported to a campus
security authority. 34 C.F.R § 66846 (¢). In addition, institutions are required to
include a number of detailed policy statements in the annual campus security report. 34
C.F.R § 668.46 (b). The policy statements must include a statement of the institution’s
policy for making timely warnings and clear notice of the procedures that students and
other must follow to report crimes and other emergencies that occur on campus. 34
C.F.R. § 668.46 (b)(2)(i).

Noncompliance:

Virginia Tech failed to comply with the requirements relating to a timely warning in the
HEA and the Department’s regulations in response to the shootings on campus on April
16, 2007. There are two aspects to this violation. First, the warnings that were issued by
the University were not prepared or disseminated in a manner to give clear and timely
notice of the threat to the health and safety of campus community members. Second,
Virginia Tech did not follow its own policy for the issuance of timely warnings as
published in its annual campus security reports.
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A. Timeliness Violation

The Review Panel Report reflects the following sequence of events that are relevant to
the timely warning issue: on April 16, 2007, at about 7:15 a.m.,___shot two

Virginia Tech students in the WAJ residence hall on Virginia Tech’s campus; the first
Virginia Tech police officers arrived at the scene at 7:24 a.m_; the police notified the
school’s Office of the Executive Vice President at 7:57 a.m.; Virginia Tech’s Policy
Group convened to discuss the shooting and how to notify students at 8:25 a.m.; finally,

- at 9:26 am, Virginia Tech issued an e-mail to campus staff, faculty and students
informing them of the shooting. As documented in the Review Panel Report and
confirmed by our own examination of the evidence we received, Virginia Tech did not
issue the warning in a timely manner in light of the information that it had and the
circumstances that remained unknown that moming. For this reason, the Department has -
concluded that Virginia Tech violated the timely warning requirements because it did not
act reasonably to comply with the Clery Act.

In the introduction to its’ response to the Program Review Report (dated April 20, 2010)
(hereinafter “University’s response”) Virginia Tech states that it disagrees with the
findings and conclusions of the Program Review Report and maintains that it complied
with the Clery Act during the events on April 16, 2007.

In its response, Virginia Tech relies in part on a report from Delores A. Stafford, the
former Chief of Police at George Washington University, who it employed to review the
Program Review Report and the University’s response. Ms. Stafford stated her opinion
that Virginia Tech did not violate the timely warning requirement in place on April 16,
2007, and that the institution should not be held accountable for meeting standards that
did not exist at the time. Ms. Stafford also reported on the response to a survey she
conducted of her “colleagues in the campus law enforcement industry” regarding
institutional response times to situations that might require a timely warning. The
University’s response states “The findings of the survey indicate that in 2006, 75 percent
of the respondents issued timely wamning 12-48 hours following an incident.”

We have considered Ms. Stafford’s opinion and the results of the survey she conducted,
but we give them little weight. First, Ms. Stafford is not and has not béen an official
responsible for enforcement of the Clery Act, and she cannot provide an official
interpretation of the Act or the Department’s regulations. Moreover, her letter to the
University does not state the basis of her opinion that the University’s actions to not
inform its students and faculty in a timely manner is consistent with the Clery Act.
Finally, we do not believe that a survey conducted of individuals regarding the practices
that they believe the institutions they worked at followed three years before is entitled to
any weight when determining the proper application of federal law, particularly when the
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law in question is intended to benefit students and others in the campus community and
not the individuals responding to the survey.?

In addition, Ms. Stafford’s opinion appears to be inconsistent with Virginia Tech’s own
policy on timely warnings as of April 2007. The Review Panel Report notes that Virginia
Tech’s campus security policy document, “Campus Safety: A Shared Responsibility”
(formulated as part of Virginia Tech’s compliance with the Clery Act), says:

At times it may be necessary for ‘timely warnings’ to be issued to the
university community. If a crime(s) occur [sic] and notification is
necessary to warn the University of a potential [sic] dangerous situation
then the Virginia Tech Police Department should be notified. The police
department will then prepare a release and the information will be
disseminated to all students, faculty and staff and to the local community.

Review Panel Report at page 87-C. This policy statement indicates Virginia Tech’s
understanding (as of April 2007) that a timely warning is intended to wam students and
others of a potentially dangerous situation in a time frame that allows them to take steps to
protect themselves. The policy statement does not fit Ms. Stafford’s description of a
timely warning as just an after-the-fact notice of a crime,

In its response to the Program Review Report, Virginia Tech responded separately to a
number of statements in the Report. In the following part of this letter we have listed the
particular statements mentioned in Virginia Tech’s response, the institution’s response
and our comments in reply.

1. Statement in Report: An active shooter loose on campus is not a typical incident. The
Clery Act and the Department’s regulations, 34 C.F.R. 668.46(e), require that an
institution must, in a manner that is timely and will aid in the prevention of similar
crimes, report to the campus community on crimes of criminal homicide, murder and
nonnegligent, manslaughter, etc. The goal of preventing of similar crimes is not achieved
if the campus community is not warned in a timely manner.

University’s Response — Virginia Tech maintains that in the early morning on April 16,
2007, there was nothing to indicate that an ongoing threat faced the campus, and that the
Department’s conclusion is a post-event reaction and that the appropriate inquiry should
be based solely on how the facts appeared prior to the shooting that occurred later that
day. Virginia Tech claims that a review that is not limited to the facts that appeared prior
to the Norris Hall shootings can be seen as reflecting hindsight bias. Virginia Tech
believes that the Department’s Program Review Report conclusion that its warning at
9:26 am was not timely or adequate is based on knowledge now that a threat existed on
April 16, 2007. In addition, Virginia Tech asserts that the Clery Act provides for the

? We also nole that Virginia Tech significantly oversates the results of that survey. The survey asked a
hypothetical question about the timeline typically used by institutions to issue timely wamings to the
community. It does not inquire about particular incident(s) that would warrant a timely warning, and
specifically, it does not inquire about a case involving an active shooter on campus.
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exercise of an institution’s discretion and judgment in issuing a warning and implicitly
encourages consultation with law enforcement authorities. The institution notes that the
Secretary of Education has previously stated that a definition of “timely reports” is not
necessary and warranted, and that timely reporting must be decided on a case-by-case
basis. The institution’s response also refers to various publications about timely
warnings and emergency notifications, and purports that the Department confused the

distinction between timely warning and emergency notifications in analyzing the events
following the shooting at Virginia Tech’s West Ambler Johnston Hall (WAJ). Virginia
Tech contends that it met the legal requirements by issuing a timely warning within two
hours and fifteen minutes after the shooting in WAJ, thereby exceeding the timeframe
standard that the institution believes was expected of institutions in 2007, (See Virginia
Tech’s response at Attachment C, pages 2-5)

DOE’s Comments-The Department disagrees with Virginia Tech’s claim that that there
was no evidence of an ongoing threat to the campus community during the moming of
April 16, 2007. The Review Panel Report notes that when the University’s Policy Group
was convened, the University knew that there had been a double shooting with both
student victims critically wounded, the shooter was unknown and at large and the initial
police impression was that it was probably a domestic issue. Review Panel Report, p. 87-
B. The fact that an unknown shooter might be loose on campus made the situation an
ongoing threat at that time, and it remained a threat until the shooter was apprehended.

We acknowledge that campus officials should generally consult with law enforcement
officials in issuing a timely warning. In the case of Virginia Tech, the Review Panel
Report notes that the police did not have the capability of issuing a waming themselves
and were actively involved in investigating the first shootings but gave the university
administration the information on the crimes and left it to the Policy Group to handle the
public announcements. Review Panel Report, p. 87. Law enforcement authorities were at
the scene of the crime and reported to the Policy Group on the information they had
gathered from the very beginning of their investigation. It was Virginia Tech, not its
police department, that was responsible for deciding whether or when to provide
information to the campus community. In the particular circumstances occurring on
April 16, 2007, Virginia Tech did not provide the timely waming required by the law and
regulations.

* To support its claim that the issuance of the warning within 2 hours and 15 minutes of the first reports of
the initial shootings exceeded the “standard that was expected of institutions in 20077, Virginia Tech cites
the Department’s Campus Crime Handbook and regulatory preamble statements. However, Virginia
Tech’s argument ignores the Departnent’s consistent statements that the determination of when a Gmely
warning should be issued has to be determined on a case-by-case basis. Virginia Tech’s reference to the
regulatory preamble discussion relating to the separate emergency notification requirement added to the
HEA by Congress in 2008 is also unpersuasive since the emergency notificalion requirement is in addition
to the timely waming requirement and is not al issue in this case. Finally, we nofe that Virginia Tech’s
reference to statements or actions by Security on Campus or individuals associated with that organization
are irrelevant since that organization has no authority or role in the interpretation or application of federal
law.
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2. Statement in Report: The Program Review Report states that the review included a
careful and thorough examination of all materials submitted by Virginia Tech, Security
on Campus, Inc., and the affected families. Supplemental information was submitted
throughout the program review process. The last set of materials submitted by the
affected families was provided for our review on December 4, 2007.

University’s response — In its response, Virginia Tech noted that the Department had not
requested additional information or clarification from the university. The institution
contended, however, that the Department continued to solicit information from the
complainants until a month before issuance of the Program Review Report. Virginia Tech
stated that it asked to review the Department’s administrative file, but that this request
was denied. Therefore, Virginia Tech contended that since it was unable to comment on
the information on which the Department is relying, its ability to prepare a
comprehensive response has been jeopardized.

DOE’s Comments - The Department did not solicit information from Security on
Campus or the families. Representatives of the families of the victims asked to submit
material, and the Department accepted that material as it would accept material from any
other source. In general, as it relates to the potential Clery Act violations, the information
submitted by the representatives of the families is similar to the information included in
the Review Panel Report. Furthermore, the Department denies that it denied Virginia
Tech’s request to review the administrative file; the Department has no record of
receiving such a request.

3. Statement in Report: The Program Review Report states that Virginia Tech failed to
issue adequate warnings in a timely manner in response to the tragic events of April 16,
2007. There are two aspects to this violation:

First, the warnings that were issued by the University were not prepared or disseminated
in a manner fo give clear and timely notice of the threat to the health and safety of
campus community members.

Secondly, Virginia Tech did not Jollow its own policy for the issuance of timely warnings
as published in its annual campus security reports.

University’s response — In its response, Virginia Tech argues that the Department’s
statements that it does not believe that a definition of “timely reports” is necessary and
warranted bars the Department from determining whether a particular institution in a
particular situation has provided a timely warning. The response notes that Virginia Tech
did issue a notice on the morning of April 16, 2007 and argues that the notice satisfied the
regulations in place at the time. The University claims that the Program Review Report
effectively and improperly applies the 2009 emergency notice regulations to the 2007
incident. The response goes on to describe the statements provided by the University’s
Vice Provost for Academic Affairs who was a member of the Policy Group that made the
decisions on what to do after hearing about the shooting. (See Attachment C, pages 11-
13)
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DOE’s Comments — As the Department has consistently stated, the determination of
whether a warning is timely is determined by the nature of the crime, the continuing
danger to the campus commuriity, and the possible risk of compromising law
enforcement efforts among other circumstances surrounding the event in question. See,
for example, The Handbook for Campus Crime Reporting (2005) The Department has
determined that Virginia Tech did not provide a timely warning in light of the
circumstances on April 16, 2007.

4. Statement in Report; The Program Review Report states that on April 16, 2007,
Virginia Tech officials issued an e-mail about the threat to the campus community at 9:26
am.

University’s Response — In its response, Virginia Tech notes that on April 16, 2007 at
9:26 a.m. institutional officials issued an e-mail notice that there had been a shooting at
WALI. The message urged the campus to be cautious and asked the community to contact
VTPD if individuals observed anything suspicious or with information on the case. The
University contends that the facts known at the time did not support a conclusion that any
continuing threat existed and that any further act of violence was likely. The University
also contends that the evidence indicated that a crime of targeted violence had occurred, a
person of interest had left the campus, and there was not an ongoing threat. Virginia
Tech also suggests that this was not the conclusion of one police department but three
independent agencies.

DOE’s Comments - The University’s response claims that the VTPD, the Blacksburg
PD, and the Virginia State Police had determined that the first shootings at West Ambler
Johnston residence hall was an act of targeted violence and did not present a threat to the
campus community. However, as that Review Panel Report demonstrates, this appears to
be an overstatement of the information provided by the police to the Policy Group. At
the time the Policy Group first met all that was known was that one victim was dead, one
was critically injured, no witnesses saw the incident, no weapon was found at the scene,
there were bloody footprints leading away from the bodies, and no suspect was in
custody or had even been questioned.” Based on this information, the Department
concludes that an ongoing threat did exist on the Virginia Tech campus on the morning of
April 16, 2007 and that a timely warning should have been issued.

5. Statement in Report: The Program Review Repori states that as documented in the
Review Panel and confirmed by our examination, Virginia Tech officials had information
available to them that required a timely warning fo the University community much

* The Review Panel Report notes that the police notified the Policy Group that they had identified a person
of interest who was likely not on campus. However, the Report also notes that the information about this
person of interest was not reported until well after the Policy Group had begun meeting, Moreover, the
Review Panel Report also notes that the police were approprialely focused on the investigation of (he [irst
shootings and left the consideration and development of any warning to the Policy Group. In fact, under
Virginia Tech’s established policies and practices it was only the Policy Group that could issue sucha
warning.
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earlier than 9:26 a.m. For this reason, the Department has concluded that the timely
warning requirement was not met.

University’s response — The University claims that the review comingles and
interchanges the definition of timely warning with the requirement that institutions have
an emergency notification system (that was added in 2008). Virginia Tech claims that it
considered the possible danger to the campus community in deciding whether to issue a
timely warning. Virginia Tech also claims that the evidence at the crime scene was
presented as an act of targeted violence. The University also discusses cases of homicide
on other college campuses between 2001 and 2007 and compares the time it took
Virginia Tech to provide a notification to its students and faculty with the times of these
other institutions. (See the University’s response, Attachment C, pages 14-16)

DOE’s Comments - The University’s claim that the Program Review comingled and
interchanged the definition of timely warning and emergency notification is incorrect.
Institutions have long been required to provide timely warnings for certain crimes. The
murders that took place in WAJ Hall were within the class of crimes for which a timely
warning was required under the HEA and the Department’s regulations. The crime had
been reported to a campus security authority, and it did present a threat to the campus
community given the fact that the murderer was not known nor in custody. The shooting
in WAJ Hall is precisely the type of event for which the timely warning requirement was
intended.

With regard to the University’s reference to crimes at other institutions of higher
education and the time frames in which the timely warning was given, the Department
has concluded that these examples are not useful in analyzing the timeliness of the
warning given by Virginia Tech. * As we have consistently noted, the determination of
when a timely warning is necessary has to be made on a case-by-case basis. We note that
Virginia Tech does not claim that any of the situations it cites are closely similar to the
situation on April 16, 2007 — two shootings already having been reported; no
identification of a confirmed suspect; and no evidence that the shooter had left the area.
Accordingly, none of those examples are applicable to the current situation.’

6. Statement in Report: The Program Review Report states that Virginia Tech’s building
access logs show that the first two murders occurred in Virginia Tech’s West Ambler
Johnson (WAJ) Hall at approximately 7:15 4. M.

University’s response — The University notes that building access logs were not
available immediately following the shooting at WAJ. The timeline of events was
constructed as part of the subsequent investigation in the days following the April 16,
2007 tragedy. The VIPD Dispatch office received a call at 7:20 a.m. that there was a
possibility that someone had fallen from a loft bed.

S We note that we do not necessarily agree with Virginia Tech’s characterization of the facts in those other
situations.

" In any case, Virginia Tech does not claim that the Policy Group considered the decisions by these other
institutions in deciding whether to issue a warning to the campus community,
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DOE’s Comments — The Timeline of Events prepared by the Review Panel (Attachment
A) shows that the murders occurred about 7:15 a.m. The Review Panel Repott noted

that the exact time of the double shooting is not specifically known but that il 1eft WAJ
at7:17 am.

7. Statement in Report: The Program Review Report states that sometime before 7:30
am., VIPD and emergency medical services personnel arrived at WAJ. The VIPD
Police Chief was advised of the murders before 7:45 AM. The Chief immediately notified
the Blacksburg Police Department (BPD), and the BPD immediately dispatched a
detective and evidence technician to the scene.

University’s response — The University states that the VTPD police officer arrived at
WALJ, Room 4040 at 7:24 a.m. and immediately reéquested additional resources. The
Virginia Tech Rescue Squad arrived at room 4040 at 7:29 am. The VTPD Police Chief
was advised at 7:40 a.m. that a shooting had occurred at WAJ. The VTPD Chief
contacted the BPD at 7:51 a.m. to request an evidence technician as well as a detective to
assist with the investigation. At 8:00 a.m., the VTPD Chief arrived at WAJ and found
VTPD and BPD detectives on the scene. At 8:11 a.m., the BPD Chief amived on the
scene. The Virginia State Police was contacted and asked to respond to the scene to
assist with the investigation,

DOE’s Comments — The University’s statement that the VTPD Chief was advised of the
murders at 7:40 a.m. and not 7:45 a.m. is consistent with the Review Panel Report and s
reflected in the timeline included with this FPRD.

8. Statement in Report: The Program Review Report states that the University’s
Executive Vice President was notified of the murders at 7:57A.M., by which time word of
the killings had already reached two other high-ranking University officials ( at
approximaltely 7:30 AM.)

University’s response — The University claims that this statement is not correct.
According to the University, the Executive Vice President was not contacted at 7:57 a.m.
and the Review Panel Report does not indicate that two higher ranking University
officials had received word of the shootings. Virginia Tech contends that, at
approximately 7:30 a.m. the Associate Vice President of Student Affairs was informed by
the Assistant Director for Housekeeping and Furnishings that a resident advisor had been
murdered in WAJ. The Associate Vice President of Student Affairs did not learn any
facts about the incident until he arrived at WAJ at approximately 7:55 a.m. He called the
Vice President for Student Affairs at 8:02 a.m.

DOE’s Comments - It is unclear from the University’s response what time it contends
that the Executive Vice President of the University was notified. The University’s
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response merely states that “Chief Flinchum finally gets through to the Virginia Tech
Office of the Executive Vice President and notified them of the shooting.”

With regards to the timing of events, the University questions the specific times of certain
actions mentioned in the program review report. For the purpose of this report, the
Department has adopted the revised timeline included in the Addendum to the Review
Panel Report.

9. Statement in Report: The Program Review Report states that the VIPD and BPD
mobilized emergency response and special weapons teams and deployed officers
throughout the campus and the surrounding areas. Two of those officers were school
resource officers (SROs) assigned to public schools in Blacksburg. The public schools
immediately began taking steps to keep their students and employees safe as a result of
the radio traffic that led to the SROs redeployment to WAJ. The Program Review Report
states further that by 8: 10 A.M., the University President was notified of the murders at
WAJ.

University’s response — The University claims that these statements are not correct. The
Emergency Response Teams were not deployed, and the BPD did not direct the public
school to take steps to keep their students and employees safe. (See Attachment C, page
19)

DOE’s Comments — The Review Panel Report notes that both the VTPD and BPD
emergency response teams were deployed. Review Panel Report, p. 28. The Review
Panel Report also notes that the public schools, the Veterinary College, and other school
officials all took action indicating that the information had reached the community and
those parties who knew of the situation on campus were taking precautionary measures.
Review Panel Report, pp. 27-29. The Review Panel Report also cites numerous
statements from University officials indicating that the Policy Group was more concerned
that a dangerous situation could be created by providing information to the campus
community. Review Panel Report, pp. 81-82. The Policy Group apparently ignored the
fact that information was getting to parts of the campus and local communities about the
first shootings even without an official institutional statement and that all students,
faculty and staff should be warned of the potentially dangerous situation on campus.

10. Statement in Report: The Program Review Keport states: the facts strongly indicated
that a shooter was still at large, and therefore, posed an ongoing threat to the health and
safety of Virginia Tech's students and employees and other members of the campus
community. Moreover, it is now clear that the “person of interest” often cited as a
diversionary factor affecting the investigation and a delaying factor in terms of issuing
limely warnings, was not identified and questioned until at least 46 minutes later than
originally reported.

University’s response — In its response, Virginia Tech argues that the potential danger to.
the community was considered by the Policy Group in making its decision not to issue an
earlier warning. The University again claims that the evidence at the crime scene
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presented as an act of targeted violence. According to the University, all of the evidence
indicated that a crime of targeted violence had occurred, a person of interest had left the
campus, and there was not an ongoing threat. The University cites cases of homicide on
other campuses and argues that there was no significant difference between how those
police departments assessed and responded to the incident as compared to actions taken
following the WAJ shootings. (See Attachment C, pages 20-22)

DOE’s Comments - At the time it began meeting, the Policy Committee knew that a
murder had occurred on campus, that no specific individuals had been charged and that
no suspects were in custody. Because so little was known regarding the circumstances of
the murders in WAJ Hall, a number of different possibilities existed. Virginia Tech has
not demonstrated that it made a reasonable determination not to notify the campus
community. Instead, the evidence shows that it did not have enough information to make
the determination that this serious crime posed no threat to the campus. In fact, the
University eventuaily made the determination that a warning was appropriate when it
subsequently issued the timely waming that was released at 9:26 a.m., more than two
hours after the initial call to VTPD dispatch.

11. Statement in Report: The Program Review Report states that Virginia Tech did not
send its first warning message to students and employees until 9:26 AM., nearly two
hours after campus security authorities, including senior University officials, were
notified of the first two killings. By that time, thousands of students, employees and other
members of the University community had continued to travel toward the campus from
off-campus locations. Students living on-campus and employees who had already
reported lo work continued to move about the campus without any notice of the murders
in WAJ.

As noted in the Review Panel Report, Virginia Tech's first message to students and
employees only stated that “a shooting incident occurred.” Although the message did
urge community members o be “cautious” and to contact the police if they “observe
anything suspicious,” the warning did not mention two murders.

As noted by the Governor's Review Panel, the lack of specificity in the message could
have led readers to construe the message innocuously as merely announcing an
accidental shooting.

The mass e-mail sent at 9:26 A.M. lacked the required specificity to give students and
employees actual notice of the threat and to provide them with information they needed
for their own protection.

University’s response - The University contends that the potential danger to the
community was considered in preparing the waming that was issued at 9:26 a.m. The
University argues that the evidence at the crime scene presented as an act of targeted
violence. All the evidence indicated that a crime of targeted violence had occurred, a
person of interest had left the campus, and there was not an ongoing threat. The
notification sent was based on this determination and based on the information known at
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the time the message was appropriate. The language “be cautious” and “contact Virginia
Tech Police if you observe anything suspicious or with information on the case” would
not have been used for an accidental shooting and indicates more than an accidental
shooting occurred.

DOE’s Comments - The University’s response does not change the Department’s
position that the message lack specificity in describing the incident. 3

12. Statement in Report: The Program Review Report states that Virginia Tech’s own
documents show that an earlier draft of the message did contain additional information
including the statement, “one student is dead” and “another is injured and being
treated” but these details were not included in the final version.

University’s response — The document in question does not appear to be an earlier draft
of the message sent. The time written on the document is 9:26 a.m., the same time that
the e-mail notification was sent to the campus.

DOE’s Comments — The University notes that the time on the document is 9:26 A M,
the time the warning went out to the campus. However, this document included
information that was not included in the timely warning message that was sent to notify
the campus community. It appears to be an earlier draft of a notice that included
information that was not included in the actual notice sent to students. This indicates the
institution did consider providing additional information to students and faculty, but
choose not to.

13. Statement in Report: The Program Review Report states that University and public
records, including the e-mail traffic of Virginia Tech employees, also demonstrate that
even before the release of the 9:26 A.M. message to the campus community, University
officials were taking steps to provide for their own safety and that of their staff members
and to inform family members they were safe.

University’s response — The University argues that this statement is incorrect. Virginia
Tech correctly notes that the Review Panel Report (page 28) states: “About 8:15 a.m. —
Two senior officials at Virginia Tech have conversations with family members in which
the shooting on campus is related. In one conversation, by phone, the official advised her
son, a student at Virginia Tech, to go to class. In the other, in person, the official arranged
for extended babysitting.”

¥ We also note that the Review Panel Report also criticizes the statements issued by Virginia Tech after the
full gravity of the shootings at Norris Hall was known by the Policy Group, That Report notes that the
statements were too late to be of value to the security of students, faculty and staff and provided less than

. full disclosure of the situation. Review Pane] Report, p. 97. While our review and this determination have
focused on the initial “warning” to the Virginia Tech campus at 9:26 a.m. on April 16,2007, it is also clear
that the institution’s later statements would not satisfy the requirements for an appropriate timely warning
under the Clery Act and the Department’s regulations,
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DOE’s Comments — Virginia Tech’s response correctly cites one entry in the Review
Panel Report. However, Virginia Tech’s response misses the point. College officials

~ who were aware of the shooting in WAJ made decisions about the actions they needed
(or didn’t need to take) to protect themselves and their families. On the other hand, the
Policy Group decided that it was not necessary to provide this same information to the
rest of the staff, faculty and students at Virginia Tech until iater in the moming. The
University correctly notes how the senior officials mentioned in the entry above chose to
respond to that information. However, the Review Panel Report also notes that the
Virginia Tech Center for Professional and Continuing Education locked down at about 8
a.m.; Virginia Tech’s Executive Director of Government Relations directed that the doors
to his office be locked at 8:52 a.m.; the University’s Veterinary Coilege locked down
between 9 and 9:15 a.m. and Virginia Tech trash pickup was cancelled at 9:05 a.m..
Review Panel Report, pages 27-29. If the University had provided an appropriate timely
warning after the first shootings at W AJ, the other members of the campus community
may have had enough time to take similar actions to protect themselves.

14. Statement in Report: The Program Review Report stated that records also show that
the office suite occupied by the University Policy Group (the President, Vice Presidents,
and other senior officials) members was locked down at 8:52 A.M., signaling that the
University s senior officials believed that the crisis continued to pose an immediate and
serious ongoing threat. The Program Review Report further stated that the Co-Director
of Environmental Health and Safety Services (EHSS) sent a message at 9:25 a.m. to her
Jamily titled, “I'm safe,” and stated, “There is an active shooter on campus and it’s
making the national news. My office is in lockdown. This is horrible. 'l let you know
when it’s over.”

University’s response — The University stated that the statement in the program review
is inaccurate. The University claims that only the Executive Director of Government
Relations directed that the doors to his office be locked. No other doors, including the
President’s Office were locked, no entrances to the building were locked, and no law
enforcement personnel or other extraordinary security measures were emplaced in
Burruss Hall following the W AJ incident. Persons could enter and leave Burruss Hall in a
normal fashion. Further, the message sent by Co-Director was sent at 10:25 a.m.

DOE’s Comments - We acknowledge that the statements in the program review report
are not supported by the Review Panel Report. As noted in item 13 above, however, the
Review Panel Report notes that some school officials and offices who had information
about the double shootings took actions to notify their families and protect themselves
before an official timely warning had been issued to all of the campus community.
Virginia Tech’s failure to send an earlier warning meant that most students and faculty
did not have that same opportunity.

15. Statement in Report: The Program Review Report states that the Environmenial
Health and Safety Services (EHSS) was one of the principal offices charged with issuing
timely warnings. '
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University’s response — The University contends that this statement is incorrect and that
EHSS was not responsible for issuing a “timely warning” The University notes that
within the Virginia Tech Emergency Response Plan description of the Emergency
Response Resource Group (ERRG), there is a task listed as “issue communications and
warning through University Relations.” EHSS is a member of the ERRG. In accordance
with the ICS, the responsibility as written within the Emergency Response Plan to issue
communications and warning was not delegated to the ERRG. (See Attachment C, pages
26-27)

DOE’s Comments — Virginia Tech correctly notes that EHSS is not solely responsible
for issuing timely warnings but is a member of the ERRG which, as of April 16, 2007,
had the responsibility for issuing timely wamnings.

16. Report Statement: The Program Review Report states that it is likely that the
warning would have reached more students and employees and may have saved lives if it
had been sent before the 9:05 A.M. classes began. Based on all the information available
at the time, we agree with the conclusion of the Review Panel that the University cannot
reasonably explain or justify the two hours that elapsed between the time University
officials learned of the first two homicides and the issuance of the first vague warning.

University’s response — The University argues that the Program Review has an
inevitable underlying current of hindsight and observational bias. Virginia Tech claims
that this hindsight and observational bias create the tendency to review events as more
predictable than, in fact, they were at the time of, and preceding the event in question.
The response goes on to discuss some academic studies of the alleged effects of hindsight
bias and alleges that certain conclusions in the Program Review Report demonstrate such
a bias (See Attachment C, pages 27-30)

DOE’s Comments - The Department disagrees with the University’s claim that the
Program Review reflects hindsight and observational bias. The Department’s
determination that Virgnia Tech did not comply with the timely waming provisions of the
Clery Act is based on the fact that the school did not act reasonably in waiting 2 hours
and fifteen minutes to issue a timely warning to the campus community. It did not alert
students and employees to the fact that a shooting had taken place in WAJ Hall and that
one student was dead and one was critically injured. Even before the Policy Group began
meeting at 8:25 a.m., the University knew that one student was dead and a second student
had been shot, a murder investigation was in progress, no weapon had been found on the
scene and there were bloody footprints leading away from the scene of the shooting,
Given these facts, Virginia Tech officials knew or should have known that a murderer
might still be on campus or in the surrounding community. Despite these facts, Virginia
Tech failed to meet its obligation to issue a timely warning that would provide students,
faculty and staff the information they needed to consider taking action for their own
protection. While it may or may not have been in a position to issue the warning prior to
the start of 8:00 classes, Virginia Tech did have encugh time to issue the warning to those



Dr. Charles W. Steger, Ph.D., President
Virginia Polytechnic Institute & State University
Campus Security Firal Program Review Determination — Page # 19

students and staff members who were scheduled to be on campus for 9:05 classes or
scheduled work.

The Department has consistently noted that what constitutes a reasonable amount of time
to provide a timely warning varies depending on the crime and the circumstances. 1t
may be reasonable to wait 12-24 hours in the case of a motor vehicle theft. In that
scenario no one has been physically hurt and the situation poses no discernable potential
for physical harm to the campus. It is not reasonable to wait two hours to issue a warning
when the circumstances of a murder are not known and at a time when thousands of
students and staff members are arriving on campus. Such circumstances should have
prompted a quicker response by the institution’s officials before or after the events of
April 16, 2007. The Department is not arguing that the University should have taken any
specific action beyond the notification, such as canceling classes or “locking down”
buildings. What the Department has determined is that given the circumstances, the
University should have provided notification to students and staff in a shorter timeframe
so that they could determine how they wanted to respond to this serious cnminal event.
This is the purpose of the timely warning provisions.

B. Policy Violation

Virginia Tech did not comply with its own policies on the issuance of timely warnings as
published in its campus security reports.

17. Statement in Report: The Program Review Report states that the timely warning
policy that was in place at Virginia Tech on April 16, 2007 was vague and did not
provide students and employees with actual notice of the types of events that would
warrant a timely warning, or offices that would be responsible for issuing timely
warnings, nor did it explain how those warnings would be transmitted.

The policy as it appeared in the University’s campus security report for calendar year
2005, and that was in effect on April 16, 2007, stated:

“At times it may be necessary for “timely wamings” to be issued to the university
community. If a crime(s) occur and notification is necessary to warn the
university of a potentially dangerous situation then the Virginia Tech Police
Department should be notified. The police department will then prepare a release
and the information will be disseminated to all students, faculty, and staff and to
the local community”

University’s response - Virginia Tech maintains that : (1) the timely warming policy
included in its Campus Security Report (CSR) as effective on April 16, 2007 met the
requirements of 34 CFR 668.46(b)(2)(i); and (2) its policy language was similar to the
policy language used by other institutions at the time. The University’s response, states,
“The “timely warning” policy in Virginia Tech’s Campus Security Report in effect on
April 16, 2007 met the guidance for a timely warning policy in the The Handbook for
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Campus Crime Reporting issued by the Department. The University states in its response
that its internal policy #5615, enacted on May 7, 2002, was also in place on April 16,
2007. The policy states that “University Relations and the University Police will make
the campus community aware of crimes that have occurred and necessitate caution on the
part of students and employees, in a timely fashion and in such a way as to aid in the
prevention of similar occurrences.”

DOE’s Comments —Virginia Tech admits that its timely warning policy did not include a
description of the manner in which a warning will be disseminated, as recommended by
the Department’s Handbook. The Clery Act and the Department’s regulations do not
specify any particular manner in which an institution must disseminate the warning, only
that an institution must disclose the manner in which it will disseminate the warning.
Virginia Tech’s policy did not provide this information.

The Department acknowledges that Virginia Tech’s policy generally addressed the first
element suggested by the Handbook -- that the policy include the circumstances for
which a timely warning will be issued. However, the Department disagrees with the
University’s claim that its policy included the second element, the individual office
responsible for 1ssuing the timely warning. In its Campus Security Report, Virginia Tech
told its students, faculty, staff and the Department that the University Police Department
would have responsibility for preparing and disseminating a timely warning. However,
internal policy #5615 provides that University Relations will also be involved in the
process. Moreover, when the murders occurred on April 16, 2007, the matter of deciding
on and providing a warning was left to the Policy Group, which did not include a
representative of the Police Department.

The Department also disagrees with Virginia Tech’s claim that there is merit in not
providing information on how warnings will be disseminated . 1t is critical that members
of the campus community know how they will receive timely warnings of potentially
dangerous situations. There is nothing in the Department’s regulations or the Clery Act
Handbook that limits the types or number of methods an institution may use to
disseminate a timely warning.

The Department notes that the timely warming policy included in Virginia Tech’s internal
policy #5615 was not the policy that had been communicated to students and the campus
community and included in Virginia Tech’s CSR in eftect as of April 2007, Virginia
Tech’s failure to include this information in the CSR is problematic because it would
have given the campus community notice that there was another layer of officials
involved in putting out a timely waming. Virginia Tech’s internal policy #5615, dated
May 7, 2002 is an internal policy and procedures document and was not consistent with
the policy disclosed in the CSR for Clery purposes.

18. Statement in Report: The Program Review Report states that the Clery Act requires
institutions to develop, implement, publish, and distribute an accurate and complete
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timely warning policy. This policy disclosure is a required element of the CSR that must
be distributed annually 10 the students and employees.

University’s response — The University contends that it had a “timely waming” policy in
place that met the requirements of 34 CFR 668.46(b)(2)(i) and that the policy was
properly described in VTPD’s annual Campus Security Report.

DOE’s Comments — Virginia Tech’s CSR does include a timely warning policy, but as
indicated previously, the policy statement did not reflect the school’s actual practices or
policies and the policy statement did not provide critical information to students, faculty
and staff.

19. Statement in Report: The Program Review Report states that during the events of
April 16, 2007, Virginia Tech did not comply with its own policy on the issuance of timely
warnings as published in its campus security reports. Qur review has shown that the
University’s actual process for issuing a timely warning was more complicated that the
CSR suggests and was not well understood even by senior University officials.

University’s response — The University claims that that the statements in the Program
Review Report are incorrect and unfounded. The University argues that the procedure for
issuing a “timely warning” (as of April 2007) was reflected in the VTPD’s annual
Campus Secunty Report and was supported by Virginia Tech’s internal policy # 5615
dated May 7, 2002. (See page 33 of Attachment C).

- DOE’s Comments — The Department disagrees with Virginia Tech. Virginia Tech’s
internal policy #5615 is inconsistent with the policy Virginia Tech included in its CSR
and disclosed to students, faculty, staff and the Department. The roles of the VIPD are
different in each document. The CSR states that the police department will prepare a
release and that the information will be disseminated to all students, faculty, and staff and
to the local community. Virginia Tech’s internal policy #5615 includes University
Relations in the production of the notice. In fact, moreover, the University Relations
office was central to the dissemination of any timely waming notice because the VIPD
did not have the computer code necessary to send out a warning. Review Panel Report at
pages 87 and 87-C. The University did not notify its students, faculty, staff or the
Department of the role of University Relations in issuing timely wamings on crimes that
represented a threat to individuals on campus.

20. Statement in Report: The Program Review Report states that, contrary to the
University 's stated policy, the VIPD did not prepare or disseminate any of the warnings
or messages that were sent to the campus community on April 16, 2007,

University’s response — The University repeats its claim that the Program Review
Report incorrectly comingles and interchanges the definition of timely warning with
emergency notification. Virginia Tech also claims that its systems provided a redundancy
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component of critical pathways. The school contends that VIPD had the authority to
prepare and disseminate notification and “timely wamnings” and that Virginia Tech’s
internal policy #5615 articulates the relationship between the VTPD and the University
Relations. (See Attachment C, page 34)

DOE’s Comments —Contrary to the University’s response and the policy provided to
students, faculty, staff and the Department, the VIPD did not prepare or disseminate any
warnings sent to the campus community on April 16, 2007. Instead, the Policy Group,
on which no police officials served at the time, made the decision regarding if and when a
timely warning would be issued and what the warning would say. The Policy Group
prepared and disseminated the timely warning that was issued in response to the shooting
at WAJ hall,

Virginia Tech continues to refer to internal policy #5615 as its source of action and
guidance on the moming of April 16, 2007. Again, intemnal policy #5615 was not the
official Clery Act policy that has been disclosed to students and employees in Virginia
Tech’s CSR and was, in fact, contradictory to the policy disclosed to the campus
community.

Moreover, Virginia Tech did not even comply with internal policy #5615 on the morning
of April 16,2007. The University’s response notes (on page 38) that the mechanics of
sending a timely warning were managed by either the Associate Vice President for
University Relations or the Director of News and Information. The response further
states that each of these individuals had the ability to access the system from remote
locations, and one was available 24/7. There was no reason why a waming could have
been issued much earlier than it was. Tnstead nothing was done until the Policy Group
met and took another hour to deliberate and construct the message that was sent out at
9:26 am.

21. Statement in Report: The Program Review Report states that at approximately 8:25
A.M., the University Policy Group met and discussed the unfolding events. It is our
understanding that no Virginia Tech Police officials served on the Policy Group and no
police were part of the Policy Group’s initial deliberations about emergency notification.

University’s response — Virginia Tech claims that this statement is tncorrect. The
meeting convened at 8:35 a.m. While at the time no police officials served on the Policy
Group, the Policy Group membership was in contact with VTPD leadership.

DOE’s Comments — The Review Panel Report’s Timeline of Events, Attachment A,
shows the Policy Group convened at 8:25 a.m. instead of 8:35 a.m. as claimed by the
University. However, the response confirms our understanding that no Virginia Tech
Police officials served on the Policy Group.

22. Statement in Report: The Program Review Report states that at 9:00 A.M., the Policy
Group was briefed by the VTPD and at 9:25 A M., a VTPD captain was brought into the
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Policy Group's meeting as a police liaison. During these meetings, the Policy Group
discussed the warning that would be issued to the campus community, but the police
department was not actively involved in those discussions.

University response — Virginia Tech claims that the Policy Group convened at 8:35 a.m.,
'and that individual members shared the information they had. Additional information
and updates were provided by the VTPD, as well as other university functional units, by a
series of telephone calls. The University notes that, although the Chief of the VTPD is
now a member of the Policy Group, he may still have to communicate with the Policy
Group via telephone during future incidents if the situation requires that he serve on-
scene.

DOE’s Comments — The University’s response confirms that the police department was
not actively involved in the Policy Group’s discussions to issue the warning. As noted in
the Review Panel’s Report, the VTPD provided information to the Policy Group and left
it to that group to handle public notices while the police were investigating the first
murders.

The Department acknowledges that Virginia Tech has made the Chief of the VTPD a
member of the Policy Group. We recommend that if future incidents require that the
Chief be at the scene of a crime, another police department official should participate in
the Policy Group discussions.

23. Statement in Report: The Program Review Report stales that Virginia Tech’s
operational policy statement af the time gave the VIPD the authority to issue awarning.

University’s response — In its response, Virginia Tech noted that the timely warning
policy statement in the institution’s annual Campus Security Report states: “At times it
may be necessary for “timely waming” to be issued to the university community.....The
Police department will then prepare a release and the information will be disseminated to
all students, faculty and staff and to the local community.” The University also claims
that the policy included in the Campus Security Report is supported by Virginia Tech’s
internal policy #5615. (See Attachment C, page 35)

DOE’s Comments — In its annual CSR, Virginia Tech described a timely waming policy
that gave the VTPD the authority to issue a warning, but that policy was not followed.
Virginia Tech’s internal policy #5615 was followed instead.

24. Statement in Report — The Program Review Report states that in practice the
VIPD's Chief was required to consult with the UPG before a warning was issued,

University response — In its response, Virginia Tech claimed that the Department’s
statement was not consistent with internal policy #5615.
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DOE’s Comments —Virginia Tech’s internal policy #5615 does not mention that the
Policy Group will play a role in determining the timing of and information in atimely
warning. More importantly, however, the policy in the CSR provided to Virginia Tech’s
students, faculty, staff and the Department does not mention the role of the Policy Group
or the University Relations Department in preparing or issuing timely warnings on
crimes. :

25. Statement in Report: The Program Review Report states that access to the
technological means to send timely warning communications was under exclusive control
of the Associate V.P. for University Relations and the Director of News and Information
who had the required codes. None of these additional procedures were disclosed to the
Virginia Tech’s students and employees in the CSR. Virginia Tech’s actual policies and
practices were not designed to ensure that students and employees received the
information they needed on a timely basis.

University response — It is Virginia Tech’s position that the systems in place at the
school provided redundancy. According to Virginia Tech, the VTPD had the authority to
prepare and disseminate timely warmings and internal policy #5615 articulated the
relationship between the VIPD and University Relations. The University also claims
that the technical and procedural mechanism of how the message is sent is not germane to
the policy statement. (See Attachment C, page 36)

DOE’s Comments - The timely warning policy in an institution’s CSR should include
meaningful information that provides notice to the campus community regarding what
circumstances would lead to a timely warning being issued, by whom it will be issued
and, in general, what the mode of communication will be for those wamnings. The
Department does not dictate the means of communication an institution must use.
However, the Department does expect that an institution will teil its students how they
can expected a “timely warning” to be communicated. Virginia Tech did not provide this
information to its students, faculty or staff.

26. Statement in Report: The Program Review Report states that the Department has
determined that Virginia Tech did not accurately describe its timely warning procedures
fo its students and employees. The Department has also determined that the institution’s
timely warning procedures in place on April 16, 2007 were not sufficient to issue
warnings in a timely manner {0 its campus community.

University’s response — The University claims that the information provided in its
response refutes the allegations and alleged violations and demonstrates that it accurately
described its timely warning procedures and that those procedures were sufficient to issue
a “timely warning,”

DOE’s Comments — As previously discussed, Virginia Tech did not provide sufficient
information in the CSR regarding its timely warning policies and did not follow the
policies described in the CSR.
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27. Statement in Report: The Program Review Report states that Virginia Tech’s failure
fo issue timely warnings about the serious and ongoing threat on April 16, 2007 deprived
its students and employees of vital, time-sensitive information and denied them the
opportunity to take adequate steps to provide for their own safety. In addition, Virginia
Tech’s failure to develop and implement an adequate and appropriate timely warning
policy and to even adhere to its own published policies effectively nullifies the intent of
this disclosure requirement. Accordingly, Virginia Tech violated the Clery Act and the
Department's regulations.

University’s response — Virginia Tech claims that it has overwhelmingly demonstrated
that a finding by the Department that there was a “timely waming” violation is not
supported by the evidence. The institution claims that the intent of the ‘timely warning”
requirement is not to actually provide a warning to the campus community during a crime
but to provide information at best several hours post incident and normally with 24 to 48
hours,

The University also claims that if one assumes the “timely waming” process was
applicable then a review of the “timely warning” issuance process is considered. The
guidance provided in The Handbook for Campus Crime Reporting, published in 2005, is
found in Chapter 5, page 62 and states, “The issuing of a timely warning must be decided
on a case-by-case basis in light of all of the facts surrounding a crime, including factors
such as the nature of the crime and the continuing danger to the campus community.” The
response goes on to say that the actions and decisions made by responding police
agencies on April 16, 2007 were consistent with guidelines. In addition, the response
refers to other cases of homicide on college campuses and compares Virginia Tech’s
response time to response times of the other institutions. (See Attachment C, pages 44-
46)

DOE’s Comments - It is the Department’s determination that Virginia Tech did not
comply with the timely warning provisions of the Clery Act because it did not act
reasonably in waiting 2 hours and fifteen minutes to issue a timely waming to the campus
community. It did not alert students and employees to the fact that a shooting had taken
place in WAJ Hall and that one student was dead and one was critically injured.

Virginia Tech officials were informed by the police that this was a murder investigation
as there was no weapon found on the scene and there were bloody footprints leading
away from the scene of the shootings. Given the fact that Virginia Tech knew that a
murderer might still be on campus or in the surrounding community, Virginia Tech
should have issued a timely warning sooner.

Final Determination

Virginia Tech failed to issue adequate wamings in a timely manner in response to the
murders on campus on April 16, 2007. The warning issued at 9:26 a.m. was not prepared
or disseminated in a manner to give clear and timely notice of the ongoing threat to
students and employees as a result of the Clery Act reportable crimes that occurred in
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WAJ. Moreover, Virginia Tech did not follow its own policy for the issuance of timely
warnings as published in its annual campus security report.

To quote the Review Panel’s Report, “The University body was not put on high alert by
the actions of the University administration and was largely taken by surprise by the
events that followed. Warning the students, faculty, and staff might have made a
difference. Putting more people on guard could have resulted in quicker recognition of a
problem or suspicious activity, quicker reporting to police, and quicker response of
police. Nearly everyone at Virginia Tech is an adult and capable of making decisions
about potentially dangerous situations to safeguard themselves. So the earlier and clearer
the waming, the more chance an individual had of surviving.” In all, more than two
hours elapsed between the time University officials became aware of the first shootings
(and the first murder) and the issuance of the first vague waming. For these reasons, the
Department has determined that the University failed to comply with the timely waming
requirement.

With regard to the second component of this violation, the Department has determined
that Virginia Tech did not comply with its own policy on the issuance of timely warnings
- as published in its annual campus security report. The University policy in place on April
16, 2007 did not provide students, faculty and staff with actual notice of the offices that
would disseminate the warning or how these wamings would be transmitted.

The Department appreciates the explanation of extensive safety improvements made by
Virginia Tech and detailed in the response. While Virginia Tech’s commitment to
improved timely warning policies and procedures will hopefully make the University a
safer place going forward, corrective actions do not diminish the seriousness of the
violations identified during the program review.

Therefore, the University is advised that as a result of the serious findings identified
during the program review, this FPRD is being referred to the Administrative Actions and
Appeals Division (AAAD) for consideration of possible adverse administrative action.
Such action may include a fine, or the limitation, suspension or termination of the
eligibility of the University pursuant to 34 C.F R. Part 668, Subpart G. If AAAD initiates
any action, a separate notification will be provided which will include information on the
University’s appeal rights and procedures to file an appeal.

While the University may not appeal this Final Determination, Virginia Tech will have a
right to appeal if AAAD initiates an adverse administrative action as a result of the
violations of the Clery Act identified in this Final Program Review Determination letter.



Attachment A

Mass Shootings at Virginia Tech April 15, 2007 Report of the Review Panel Presented to Governor Kaine, Commonweaith of
Virginia, August 2007. An Addendum to the Report was issued in November 2009. The Report was revised again in December
2009, pp 21-30. The full report can be viewed using the following link:

http://www,governor. virginia gov/TempContent/techPane| R eport-docs/FullReport pdf
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Charles W. Steger, Ph.D.

President Certified Mail

Virginia Polytechnic Institute & State University Return Receipt Requested
222 Burruss Hall 7005 1160 0001 1518 7476
Blacksburg; VA 24061

RE: Program Review Report
OPE ID: 00375400
PRCN: 200810326735

Dear President Stegér:

On September 4, 2007, the U.S. Department of Education (the Department) announeed that it
was conducuﬂg a program rewew of V:rglma Polytechmc lnstitute & State Umversny s

Campus Secunty Pohcy and Campus Critne Statistics Act. (Cler;,r Act) The ﬁndmgs of: that
review are presented in the enclosed report

the action reqmred to comply mfh the statutes and regulanons Please review the report and-
respond to each’ ﬁndmg, mdwa{mg the corrective actions taken by Virginia Tech. The
University’s response must be submitted to the attention of Mr. James Moore in aceordance with
the instructions in the “Required: Actions™ section of this program.review report.

Please be sitre that your response conforms to the Department’s standards for the protection of.
Persona]ly Identlﬁablc lnfonnanon (PII) bemg subnutted to the Departmem PII is any

(some examp}&s ate name, socml secumy number and date and place of birth).

Pl bclng submitted electronically or-on media (e:g., CD-ROM, floppy disk, DVD) must be
encrypted. The data must be submitted in a .zip file encrypted with Advanced Encryption Standard
(AES) encryption (256-bit is preferred). The Department uses WinZip. However, files created with:

Federal Student Aid, Philidelphiz Scheot Parlicipdtion Teéam
' The Wansmaksr Building
- LK Penn Sguare East, Suite 511
"Philadelphia, PA, 151067
winy FeddralStudentAid ad.gev
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other encryption software are also: acceptable, provided that they are compatible with WHlle and
wre encrypted with AES encryption.

The Department must receive an‘access password to view the encrypted information. The. password.
must be e-mailed separately from the encrypted data. The password must be 12 characters in length
and use ﬂm of the follomng upper case leu:er ]ower case. letter number specml character A

manifest must be retained b_y the sender)
Hard copy files and media containing PIT mist be:

- sent viz a shipping method: that can be tracked with signature required upon delivery

- double packaged in packaging that is. approved b‘y the shipping agent (FedEx, DHL,
UPS, USPS)

- labeled with both the "To" and *From" addresses on‘both the irmer and cuter
packages

- identified by a nmmfesf included in the inrer: package that lists the types of files i in
-the shipment (a.copy of the manifest must be retained by the. sender)

PlI data 'cannot be sent via. fax.
Program records relating to the period covered by the. program review must be retained until the

later of: resolution of the violations, weakness, anid other-issues-cited or: questioned inthe
program review;.or the end of the retention: penod otherwise applicable to the-record under 34

CF.R. §668.24(e).

James Moore on (215) 656-6495 or: at 1ames m@ore reed. gov:

Siricerely;

c¢: Col. Wendell R. Flinchum, Chief of Pollce, Vn‘glma chh
Barry ‘W. Simmons, Ph.D., Director, University Scholarships & Financial Aid, Virginia Tech:
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A.- The University

Virginia Polytechnic Institute & . State University

222 Burruss:Hall

Blacksburg, VA 24061

Type: Public

Highest Level of Offering: Mastet/Doctorate Degrees:

Accrediting Agency: Southern Association of Colleges and Schools

Student .En.t@;lﬁmen_f: 30,000 (Approx. 2007/2008 Academic Year)

% of Studerits Receiving Title IV, HEA funds: 37% (Approx. 2007/2008 Award Year)

Title.IV Participation, Per U.S. Department.of Education Data Base
(Postsecondary Education Participants System):

2007/2008 Award Year

Federal Direct Loan Program $86:120.333
Federal Peil Grant Program $ 7.632,535
Federal Perkins Loan Program $ 2,301,947
Federal Supplemental Education Opportunity Grant Program $ 860,965
Federal Work-Study Program $ 962,143
Default Rate — Direct Loan: 2006 —0.9 %

2005 ~1.1 %

2004 —12%

Default Rate Perkins:: As of: 6/30/07 - 8.3%
6/30/05:-—3.7%

The Commonwealth of Virginia estabhshed Vlrglnia Polytechmc lnstitute and' State

acTes. Currently more than 30,000 students are. enrolled at the: Umverslty 'Ihe Vlrglma
'Tech Pohce Department (VTPD) cmployed approxnnately 40 sworn ofﬁcers and 20

Umversny throughout Blacksburg and: Montgomery County
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‘B. Scope of Review
The US. Department of Education (the Department) conducted:-an off-site. focused
:pmgram review of Virginia Polytcchmc InStltute & State Umverszty 3 (V irginia Tech the
University) compliance with certain-provisions:of The Jeanne Clery Disclosure of
.Campus. Secunty Policy and Campus Crime Statistics Act (Clery. Act.) The Clery Act
‘Tequires all institutions that receive Title IV funding to disclose crime statistics and
disseminate information about campus safety policies, procedures -and programs to
‘members.of the campus community. The Clery Act alSo reqiiires institutions to notlfy
‘students and employees of reported crimes and current threats on an; ongoing ‘basis by
maintaining a-crime log and issuing timely warnings:

Please note that this review was limited to an-examination of Virginia Tech’s compliance:
: wu.h the “Tnnely Wammg pmwsmns of the Cleiy Act thh specaal attentmn to the.

;§485{t)(3) of the Higher Educatlon Act of 1965 as amendﬂd (HEA) and 34 C F R. §
668,46 (e} set out the standards that institutions must follow. regarding the issuance.of
timely warnings and 34 C.E.R. §:668.46 (b)(Z)(1) requires the inclusion: ofan accurate.and.
-oomplete statement of pohcv regarding the issuance of timely wamings in the; campus:
‘security report.

Cn Apnl 16, 2007 _ a Virginia Tech student, murdered 32 membes

_Govemor s repon, as amended, was also reviewed. by_— : arttnent and is referenced
in thiis report..On August 20, 2(}97 Security on Campus, Inc..(SOC), anon-profit
organization concetned with campus safcty filed a:complaint aIiegmg that Virginia Tech
violated the “Timely Wammg’ provisions of the Clery Act by not issuing specific
campus-wide alerts once senior officials knew of the immediate threats to health and
safety; The complaint also alleged that: the University’s:timely - warning pohcy,
published in its campus security reports (CSR) and distributed to students and employees,
did not:accurately explain Vifginia Tech’s actual procedures-and protocols. On.
‘September 4, 2007, the Department issued a letter to: Virginia Tech advising the
'Umversny of the complamt and announcmg the focused pro gram review. V1rg1ma Tech

'Vlrglma chh Secum.} on Campus, Inc and the affected fam]laes Supplemental
information was submitted throuighout the programi review process: ‘The last set of
materials submitted by the affected families was. prowded for our review on December 4,
2009. Examples of documents ¢ollected and examined during the review process include
-police reports, investigative reports, campus- maps photogra.phs timelines, e-mail
'_exchanges, financial records, and other relevant materials. The team also revnewed the
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Teports prepared by the Review Panel appointed by Governor Kaine;' [hereafter “Review
Panel Report™] and the records archive created as part of the settlement between the
University and victim’s families. The documents archive is available on-litie at:
hitp:/rwrwer. prevailarchive org/archive/

-of statemcnts in thie report concemmg Vlrglma Tech’s spccnﬁc practlces and pmcedures
must not be construed as acceptance, approval, or endorsément of those specific practices
and- proccdures Furthermore, it does not relieve Vu-gxma Tech of i its obligation 10
compljr with all of the statutory or regulatory prowsmns governmg the Title IV, HEA.

programis.
C. Findings‘and Requirements

During the review,.setious findings of noncompliance were noted. Findings of
noncompliance are referenced to the applicable statutes and regulanons and specify. the
actions to be taken by Virginia Tech to bring:campus policing and secunty operations
into compliance with the Clery Act statutes-and regulations.

Finding: Failure to Comply with Timely Warning Issuance and Policy Provisions

cmﬁon:

See §485(t)(3) of the- HEA These wamings st be 1ssued to.the campus commm'my in
any casc where an incident of crime listed in 34 C.FR. § 668.46 (c)(1) or (cX3)- that
Tepresents a threat to-students or.employees is reported to a campus security authority. 34
C.F.R §668.46 (e). Inaddition, institutions are required to include a number of detailed
policy statements in the annual campus security report, 34 C.F.R. §668.46 (b)(2). The
‘policy statements must iticlude the institution’s policy for makmg timely: warmngs and
clear notice of the: proccdmcs that students-and other must follow-to report crimes and
other emergencies that.occur on campus. 34 C.F.R §668.46 (5)(2)(i)-

Noncompliance:

Virginia Tech failed to issue adequate warnings in a timely manner in response to the
tragic events of April 16, 2007. There are two aspects to'this violation. First, the
warnings thal were issued by the University were not prepared or disseminated in a
_hanner to give:¢lear and timely notice of the threat to the health and safety of campus

Mass Shooungs at Vinginiz Tech April 16, 2007 Report of the Review Panil Presented to Governor Kaine,
‘Commonwealth, ol‘Vlrglma. Aungust 2007.. An Addendum 1o the'Report was issied in November 2009: The

Addéndum was revisied ngam in December 2009.
htepwovs eoverapr vieginiagos lemptoniest e iPangRe ports GogsiFuilRepor.lf
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community members. Secondly, Virginia Tech:did not follow its-own policy for the
issuance of timely warnings ag published in its annual campus security reports.

A. Timeliness Violation

On:April 16,2007, Virginia Tech officials issued an e-mail notice about the threat to the-
‘campus community at 9:26 am. ‘However, as documented in'the Review Pariel Report
and confirmed by our own examination, Virginia Tech officials had information available
1o them that required a timely warning to the' University community: much earlier than-
9:26 AM. For this reason the Department has concluded that the timely warning
requirement was hot met.” Virginia Tech’s building access logs show that the first two.
murders occurred in Virginia Tech’s West Ambler Johnston (WAJ) Hall student
residence at approximately 7:15:A.M. Sometime before 7:30 A M., Virginia Tech Police
Department (VIPD) and emergency : medical services personnet amved atWAJ. The
VTPD Pohce Chlef was adv:sed of thfse murders before 7:45 A M The Chlef

-dispatched a detectlwe and ewdence techmelan to the scen. The Umvers1ty s Executive
Vice President was notified of the murders at 7:57 A.M, by which time word of the
killings had already reached two other hlgh-rankmg University officials (at
approxlmately 7:30 AM.).

By 8:05 A.M., additional BPD officers were en route to. WAJ. The record cleasly shows:
that BPD and VTPD continued their on-campus investigation on g high'alert footing from
the time of the ea:lzest teports. The VTPD and BPD-mobilized CMEIEEncy Tesponse and
special weapons teams:and deployed officers throughout the campus and the surrounding
‘areas. ‘Two-of those officers were school resource officers (SROs) asmgned to public:
schools in Blacksburg. The public schools immediately began taking steps to'keep their
gtudents-and employees safe as aresultof the radio traffic that led to the SROs
redeployment to WA

By 8:10:A.M., the University President was notified of the murders at WAJ. In official
statements by Umversuy afficials and docurnents released as part of the settlement
between Virginia Tech and the victim’s families, the VTPD Chief stated specLﬁcally that
he told Virginia Tech's President that a weapon was not found at the scerie of the murders:
-and that there were bloody footprints leading away from the bodies.

‘Thése facts strongly indicated that the shooter was still at large, and therefore, posed.an
‘ongoing threat to the health and safety of Virginia. Tech’s students and- employees and
other members of the campus.community. Moreover, it is now clear that the ‘person of
interest,” often cited as a diversionary factor affecting the investigation and a del aying
factor in terms of issuing:timely warmings, was not identified and questioned until at Jeast
46 minutes:later than oniginally reported.

‘Virginia Tech did not send its first warning message to students and employees uritil 9:26
AM.; nearly: two hours after campus security authorities, mcludlng senior University

¥ Mass Shootings-at Virginia Tech April 16, 2007 Report of the Review Panel Presented to Govemnor
‘Kaine, Commonwealth of Virginia , Chapter Il p 24-29;

hqg "m\ SNEENOL, uramla opy/TepapC ern:m. thmrmﬂmth sty iReport.pdi
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officials, were notified-of the first two killings. By that time, thousands of students,
employees and other members of the University community had continued to travel
1oward the campus from off-carnpus locations. ‘Students living: on-campus and
employees who-had already- reported to-work ¢ontinued to move about the-campus
without any notice of the murders in WAJ.

As noted in the Review Panel: Report, Virginia Tech’s first message to-students and
employees only stated that a “shooting incident:occurred.” Although the: message did
urgé community members:to be “cautious’ *and 1o éontact the police if they “observe
-anything suspicious,” the ‘warning did not-mention two murders. As noted by-the
Governor’s Review Panel, the lack of specificity in the message could have led readers to
construe the message innocuously as merely announcing an accidental 'shooting. Indeed,
Virginia Tech’s own documents show: that an earlier draft of the message did contain.
‘additional information including the statement, “one student is-dead” and “another is
injured and being treated” but these details were not included in the final version.

University and public fecords, including the e-mail traffic of Virginia Tech employees,
also. demonstrate that even before the release of the 9:26 A.M. message to the campus
'commumty, Umversny ofﬁcmls were takmg stcps to: prov1de for their own safety and that
AM,, the entrance to the Ofﬁce of Com:mumg and Profasmnal Edlmatlon (OCPE) was
locked after a family member notified an OCPE employee of the WAJ shootings.
Records also show that the office suite occupied by the University Policy Group (the
Premdent, V:ce Pres:dents and other semur ofﬁmals) members was [ocked down by 8: 52

g_suspended at. least d half~hour before: the uutlal warming. Funhermore the Co-Director of
Environmental Health and: Safety Services (EHSS) sent a message at 9:25 AM. to her
farmly tltled “I"'m safe.” and stated, “'I‘here is an active shooter on campus and it’s:
when it's over.” EHSS was one of the prmclpal of’ﬁces charged mth xssum'g”t-unely
wamings.

-emp[oyees aclual notice of the thrcat and to prowde them with mformauon they needed
for their own protection. It is likely that the waming would have reached more students
and employees and may have saved lives if it had been sent before 9:05 A.M. classes
began. The University also-chose riot to use the four components of its new siren system
that were operational on April 16, 2007. The University also did not use its notification
protocol of last resort because of a lack of timely:information. This system relied on
‘resident advisors in residence halls and on floor wardens in certain older buildings to
verbally warn individuals at risk. However, the resident advisors and floor warderis
charged with notifying their fellow residents, classmates, and co-workers were not
advised of the threat in enough time to spread the word.
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Based on all ;nforrnanon available at this time, weé agree with-the conclusion of the
Review Panel? that the University cannot reasonably explain or justify the two hours that’
elapsed between the time Umverslty officials learned of the first two homicides and the
issugnice of the first vague warning.

B.. Pohcy Violations

During the events of April 16, 2007, Virginia Tech did not comiply with its.own policy on
3the Issuance of nmeiy wammgs as pubhshed inits campus secunty repons The
,siﬁdérits and employees with actual notice of the types of events that would warrant a
timely warning or explain how those warnings would bie transitted. As noted

: prewousiy, the Clery Act reqmres mstxtunons to devclop, melement, pubhsh, and
Erequ1red element of the: CSR that must be dlstnbuted annua]ly to studerité and employees
Vlrglma Tech’s entire: timely warning policy statement appeared under the heading,

inia Tech Police.” The: poticy as it appeared in the CSR'in-place on- Aprl 16, 2007

“At times it may be necessary for “timely wnrnings to be issued to the university-
community, Ifa crime(s} oecur. ‘and notification is necessary to wam the university of a
potentially dangerous situation then the Virginia Tech Police Department should be
notified. The police department will then prepare a release and the information will be
disseminateéd 1o ali studem:s, faculty, and staff and 1o the local commumty .

_was more comphcated than the CSR suggcsts and was ot well understo-od even by semor
University officials. Contrary to the University’s stated polzc the VTPD did not prepare
or. dlssemmaxe any of the warnings or messages that were sent to the campus community

on April 16, 2007. At approximately 8:25 A.M., the University Policy Groiip (UPG)met
and discussed the unfolding events. Itis our understanding that no Virginia Tech Police

ofﬁc[als served on the UPG and no pohce oﬂ"xc:al was part of the- UPG’s initial

jhaison Dunng thcse mcctmgs the UPG dlscussed ‘the warning: that would be 1ss1.1ed to:
the-campus community, but the police department was notactively involved in those
d.lSGﬂSSlODS

Vu‘gmla Tech’s operational policy statement at the:time gave the VTPD the authority t0
issue a-warning. [n.practice, however, the VTPD’s Chief was required to.consult with the
UPG before a warning was issued: Moreover, access to the technological means to send
such communications was under the exclusive control of the Associate V.P. for
‘University Relations and-the Director of News and Information who had the required

* Mass Shootings at Virginia Tech ApﬂI 16, 2007 Report of the Review Panel Presented to Governor
Kaine, Commonwealth of Virginia, page 82, hup:/iwiiw sovemor, virginiueov TenmCenteptiechy: iR epet-
doesFuilRenortpdf
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codes. None'of these additional: proceditres were disclosed to Virginia Tech’s studerits
and employees in the CSR. Virginia Tech’s actual policies and practices were ot
designed to ensure that students and employees received the information they needed on
a timely basis.

Therefore the Depamnent has: determmed that Vzrgxma Teeh did: m)t accurately descnbe

were not. sufﬁctent to issue warmngs ina tunely manner to its campus commumty

Our rev1ew also mdlcates thal the mconsmtency between Virgmta Tech’s stated nmely
students and emp!oyees mvestlgators a.nd the: famlhes and ﬁ'lendé bt' the victims in. the
aftermath of the tragedy. The review team sequired a copy of Virginia Tech’s

Emergency Reslmnse Plan (ERP) According to the ERP, the responﬂblhty to “issue
commumcanons and wanungs was: a:ctually deiegated to the Emergency Response
Health. and Safety Semca ‘However, the ERRG. d:d not c1early delmeaxe the division of
authority and:duties between the ERRG and the UPG, which was to “provide centralized
direction:and ¢ontrol.”

In an emait dated August 17, 2007, Pres1dent Steger’s represenitative to the Review Panel,
a fonmer hi gh ra.nkmg University official, related his .understanding of the policy in
FEsponse (o an. mqmry ‘from the: Panel’s staff about the University’s timely warning policy
and actual practice:

“The authnr'izau'on to send a message: woul'dl: 'l'law: come from the Policy Group as

out by Un:versnty Relanons (see page 6-‘? of the plan) and Lany Hincker is the Assoc. VP
for Univ. Relations. He and Mark Owczarski, Director of News &: [nformation (reports
to Larry) have the codes that are needed to.send out-a message via the university's
't‘ejIéphorie' system and control the process for sending out email:messages to the campus
-commum'tv On Aprli 16, [VTPD] Chlef Fiin_c:fhu_m@wumd'ha%fneeded to go through the

This explananon of V1rg1ma Tech’s pohcy does not:mention the existence or role of the:
ERRG. However, it does confirm that, contrary to the timiély warhing policy disclosed
‘by: Virginia Tech to its students and employees the VTPD did not have the authority to
actually develop or igsue timely warnings. Therefore, the Department finds that the
timely warning policy in place on April 16, 2007 was not sufficient to enable a successful
timely warning to its campus community and that the policy that was published was not
followed.

‘Virginia Tech’s failure to issue timely warnings: of the serious and on-going threat on
April 16 20{)7 depnved its students and employees of V1ta1 tune—sens1t1ve mfom:at]on
In addmon, Vlrgima Tech’s failure to develop and tmplement an: adequatc and
appropriate timely waming policy and to even adhere to-its own published policies
‘effectively nullifies the interit-of this disclosure requirement. Accordingly, Virginia Tech
‘violated the Clery Act and the Department’s. regulatlons



'Chm-!ts W Slegcr Ph.D Presid:m‘
P‘Iqima Polytechnic !nsnrure & State Ureversity
'CmSacun{fomem Report - Page #.14

D. Reguired Actions.

"The Deparunent understands that Virginia Tech has taken a number of actions to improve
its timely warning system since April 2007. Virginia Tech must provide a corrective:
‘actions report that. describes the: steps ithas implemented and its-continuing efforts to.
.establish and implement comprehensive: timely waming policies and procedures. If the
institution. has any information to counter the facts presented in this report it must provide:
that information in its' response to the Department. Your response must explain how the:
-referms; implemented or proposed, will address:the weaknesses noted to ensuire that the
violation does:not recur. As part of its response, the University is:also’ encouraged o
claborate on any recent policing-and campus safety initiatives of which it would like the
Department to be aware including any new speclal emphasis on student alert protocols
:such as the: Vu'guua Téch Alerts system and crisis intervention programs.

Virginta Tech must appoint.an. institutional official with sufficient knowlédge and
;authonty to conduct the review, prepare the: response, and serve asa point of contact for
the Teview tean. The designated official must review afl policing and campus: sccunty
policies:and procedurgs that are relevant to Clery Act cotpliance with: specific attention
to the issuarice of umely warrings and methods of deh\.ery

What.was the University”s stated policies and procedures regarding the
issuance of tilmely warnings as of April 16, 20072

» What was actually done on April 16; 2007, rotwithstanding the written
policies or procedures?

e What University officials.or employees were responsible for carrying out
the. various functions required by the relevant policies and procedures and
who was responsible for supervising those functions? (Please 1dent1fy
individuals by position and not name)

¢ What, if-any, policy or procedural changes have been.or will be
implemented to address the-findings and weaknesses? Please also.address
the timing of any such changes.

« How were/will these changes be monitored and by whom?



Charles W, Steger, PAD., President
Virginia Polytechnic Insttiate & State: Un.rmi_}
CamnsSecuurmegrmRevuwqunque #ir

» What organizational changes, such as staffing, budgetary issues, training
programs or reporting relationships, are needed to implement any
necessary changes?-

Please provide:copies of any documents or records referred to in your response that were
not already provided to the Department. Please submit your materials within 60 days of
the date of this program review report to:

Mr. James L. Moore, 11l

Senior Institutional Review:Specialist
U.8. Department of Education

The Wanamaker Building

100 Penn Square East, Suite 511
Phliadelphla, PA 19107

Adequate responses must be given for each part of the: finding identified in this program
review report.as well as any additional violations or internal control weaknesses
identified during the formulation of the University’s response. All aspects of the
respanse must be detailed and state with particularity all violatiohs and weaknesses as
well as the ¢hanges, proposed or already implemented, fieeded to bring the. UanBIBlty
into comphance Please provide coples of any documents or records referred to in your
rtesponse. Please also provide copies-of any timely warnings that wete issued by the
University dunng 2007 2008 and 2009 w1th a note explammg to “hom 1t was duected
If the Umvemty 1dent1ﬁes incidents that should have _r_esult.ed ina nmely warning but d_ld
not, please detail the specifics in your response.

These requirements have three primary purposes: 1) to provide additional nformation to
address and resolve the: viotations documented in this program review report; 2) to ensure:
the accuracy and completeness of the timely wamning and emergency: notification policies’
‘that will be published in the University’s fitture: campus security reports;-and, 3) to
faci]itate the dev elopment of corrective actions and'imptow cments tliat will allow

Campus Crime Reportmg durmg the preparatlon of its. response The handbook is
available online at www. od yrov/adrins/lead/sdfet v/hiandbeok.pdf,

‘Based op:an evaluation of all available information including V:rgmia Tech's response,
the Depa.rt.ment will détermine appropriate additional actions and advise the University
accordingly-in the Final Program Review Determination letter.




Office of Emergency Marmgement
;248 Burruss Hal [0195) i
‘Blacksburg; Vimlnia 24061

SWBI 213! Fao: 540{231 1401

April 20, 2010

Mr. James L. Moore, Iif

Senior Institutional Review Spacialist
u.s. Department of Education:

Th_e Wanemake_r Building

100 Penn Square East, Suite 511
Philadelphia, PA 19107

‘RE: PRCN 200810326735
‘Dear Mr. Moore,

; appounted by Dr Chades Steger as the d351gnatad ofﬁc:al to respend to the Depar'tment
- ofEducation’s i indings. For Virginia Tech, the events of Apnl 16, 2007 have forever
changed our’ unNerS{ty Indéed, alt of higher education changed on that day and
thereafter. Nowhere in modem: tirias: has an American university been visited by such

: a diabofical:act.

an event so hemous 1t was unthlnkable That it was eonducted by a student killer frem
within makes this. Ioss ever mofe painful.

Virginia Tech has changed. Higher education has changed. There Is a hlgher
recognition throughout the nation: of student mental health needs and requisite support
services. Cross:campus communications concerning student needs and conceming

dangerous persons have |mproved Today threat assessmentteams serve as the

'that an entire mdustly of emergency netrﬁcation sprang: from our anguush Many of the
changes noted above are the direct result of lessons leamed from our tragic expenence.
And the U'S. Congress through your dapartmant, has ¢larified and e!Cpanded the
emergency notiﬂcahon arld tlmt-zlyr warning requnrements necessary to: keep our

unwersﬂy and the unwerscfies you momtor are very drﬁerent piaces today

Invent the Future

VERGINELA POLYTECHNIC TASTITUTE AND STATE UKIVERSITY



Mr. James:L. Moore, Il
PRCN 20081 0326735
Page 2.

April- 20, 2010

We are respectful of your findings.and pieased that you have afforded us an opporlumty
to review and comment. However, there are: many instances in which the-Department

- did.not benefit frorm having all pertinent facts or university operational procediures. We
seek:in this respanse to provide the palicies in: effect: on-Apnt 16, 2007, to correct the
-allegations-as they were presented 6 vou by the: complamants and to hightight
differences in your interpretation and those of other experis with respect to an

institution’s responsmllrt:es under the. Ciery Act.

We believe that a complete review 'of the fagts does: not support the conclusions of the
Program Review Report. Wa- Smc’:ereiy hope that you evaluate-and acceptour
comments in the same spint in which vou forwardéd 1o us: your first draft — as an
‘opportunity to understand more fully the actions of ‘Virginia Tech Ieadership onthe

:momtng aof Apnl 16 2007 the unfversrty S requaslte pollmes and oL responsrblhtles

answer. any queshnns you might have
Singerely,

Michael J. Mulhare P:E., Director:
Office of Emergency Managemerit

¢ Dr. Charles'W. Steger

NVIRGINIA POLYTECHNLD INSTITUTI AND STATE UNIVERSITY
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INTRODUCTION

ForVirginia Tech, the events: of Apnl 16, 2007 have forever-changed our university.
Indeed; -all of hlgher education changed on that day and'thereafter. Nowhere in
modern times has an American university been:visited by such a diabolical act. The 32 -
murders: of fellow students and teachers was the result of a well-planned avent, an
event so heinous it was unthinkable. That it was conducted by a student killer from
within.makes this-loss ever more painful.

Virginia Tech has changed. Higher education has changed. There is‘a higher
recognition throughout the nation of student mental health needs and requisite: support
serwces Cross campus commumcatlons concernmg student needs and concemrng
nexus of that cemmumcatron Emergency notlﬁcatlon sﬁétéms have achreved Ieve!s of
sophrstlcatron and reach not:dreamed of pnor to April 200? st about every campus. in
thata nentire industry of emergency. notifl catton' s'pr'ang from our angursh ‘Many of the
changes noted abgve are the direct resuit of lessans learned from our tragic experience.
And the U S Congress through the Department of Education has clarified and

keep our'campuses safe. The. Vlrgrnre Tech tragedy of Apri 16 2007 contrnues to_
spread its pain, ‘but: many positive. changes:to: higher education operat;ons have
resulted ‘

'The fo!towmg res;:onse to the Department of: Educatron s (I.E) program revrew of
to correct the: facts as they were. presented to the DOE by t:he eomplalnant The
_aIIegatrons Iead V'rgrma Techto fundamentally drsagree with the DDE S Program

ﬁndlngs Flnalty th e changes and 1mt|atwes rmplemented by V‘irgrnla Tech since Apnl
16 2007 are drscussed V‘:rgrnra Tech ke alt rnstrtutlons of. hrgher educatron has

Virginia Tech disputes many of the initial findings of the DOE concerning timely
warnings-and application of policy. In this response, Virginia: Tech sets forth an analysis
of these findings by DOE and has provided individuai responses. Itis the University's
position that Virginia Tech complied with the Clery Act during the events that occurred
.on April 16, 2007,

\frgrnra Tech retained Delores A. Stafford who has over 26 )_rears of expenence in. Iav._r
enforcement and the security industry, and is a nationaily recognized:expert in the Clery

PRCN 200810326735 Page 1



Act, to review both the DOE’s: Program Review Report and Virginia Tech: policies,
prccedures and respense on Apni '1'6 2007 Ms S'taﬁ‘ord s ﬁndings are aftached as
(Exhibit 1) It is Ms Stafford s pmfessronal op;mt}n that V’lrg!ma Tech did not vrolate the
timely waming requirement ifi place on-April 16,-2007,:and cannot be held accountable
for meeting standards that did not exist prior to me tragic events that occurred on that
day.- The findings of the survey indicate that in 2008, 75 percent of the respondents
issued timely wamings 12-48 hours’ fcilowmg an incident. Over 60 percent of the same
respendents report they:-currently issue timely wamlngs -2-24 hours-following -an
incident.

Early on the:morning of April 16, 2007, a shoofing accurred in the West: Ambler
Johnston {WAJ) dorrhitory.on the Virginia Tech:campus. As the world now knows, a
massacre occurred approxrmately two anril a half hours later in-a separate campus
__2007' hawever there was norhrng to lndlcate that an ongorng threat faced the campus
We will demonstrate that instead of a post-event reaction, the appropriate: inguiry should.
be how the facts appeared pnor to-the shootings that occurred laterin the day. We will
demonstrate how. a review that is riot limited to the facts that dppeared prior to the
Norris-Hall shootings can'be seen as hrndsight bias.

based on DOE s knowledge now that a threat exrsted on Apn! 16 2007. However in
context, this finding does not fit the known facts garly in‘the mornlng on April 16, orthe.
law that existed at the ime. The Clery Act provides for the exercise of an institution’s
'=d|rectrcn and ]udgment in |ssumg a wamlng The Act also rmphcutly enceurages

Tech rnet the. reqursrte legal standard. Vrrgrnra Tech raires upcn the 1994 Qomments by
the DOE, which were in effect in 2007, arid which conflict with the initial findings letter
issued by DOE to.Virginia Tech. The following excerpt appears.in the Federal. Reglster
59 FR 22314-01 (Exhibit 2):

"A few commenters requested.a clear definition of “timely reports” for the purpose
of section-485(f)(3) of the HEA and these regulations, which require an institution
to make timely reports to the campus community on crimes that are reported to
campus security authorities or local police-and that are considered a threat to
other students and emp!oyees Sorrie commenters belleved that trmely warnrngs

lnvesttgatlon and allow a suspect_tu be released Other commenters betleve that
the campus community must be informed of these threats and these provisions
aflow the law enforcement authorities to receive the evidence to build a case.

The Sacretary does not believe that a definition of “timely reports” is
necessary or warranted. Rather, the Secretary belleves that timely
reporting to the campus community for this purpose must be decided on a
case-by-case basis in light of alf the facts surrounding a crime, including
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factors such as the nature of the crime, the. connnumg danger to the
campus community, and the passrb!e nsk of compromismg law

law enfort:ement agency for gurdance on how and when to release “ﬂmely
reports” to the campus community (emphasis. added).”

The DOE'’s rulemaking commentary as. issued: i 2009 (Exhibit:3) articulates a critical
'dlstrnctton between tumeiy warnrngs and emergency notrf cations; Itis Virglma Tech's
standard of review in analyzmg the events following WAJ. ltis clear lhat hmely
‘wamings :are ot inténded to be the same as instant emergency notification. Quite the
contrary, in The Handbook for Campus Cnme Reporting, published in 2005, (Exhibit 4,
pages.64 and 65), the DOE ufilized examples of timely warnings being issued in several
days, not minutes or hours as Virginia Tech did.on April 16, 2007. The most recent
Clery Act regulations; contained at 34 CFR 668. 46(e)(3) (Exhlbit 5), state:

“If there is an immediate threat to the heaith or safety of students or employees
‘occurnng on campus, as descnbed in paragraph (g}(1) of this section, an
institution must follow its emergency: notification: procedures. Aninstitution:that
follows its emergency-natification: procedures is not required. to'issue a t:mety
warning based on the same circumstances; however, the institution must provide
adequate foliow—up information to the commumty as needed.”

Furthermore, the DOE states, in 74 FR 55902-01 (Exhibit 3), October 29, 2009;

“The finat regulations clarify the difference betweenthe existing timely warning
_requrrement and the new requrrement for an emergency nonﬁcatron pohcy Whiile

nohﬁcatton IS requ[red in the case of an lmmedaate threat to the health or safety
of students or employees occurring on campus. The final Ianguage clarifies that
an institution that follows its- -emergency. notification. procedures. is-not. requured to
|ssue a trme|y warnsng based on the same c:rcumstances however, the

needed "
The DOE commented on August 21, 2009, at 74 FR 42380-01 (Exhibit 6), that:

*Proposed § 668.46(e)(3) would clarify the difference between the existing timely:
warnrng reqwrement and the new: requrrement for an emergency notlﬁcatron

§. 668 46(c)(1) and (3) an. emergency notlﬁcatlon is requared in the case of an
immediate threat to the health or safety of students or employees occurring on
campus, as described in proposed § 668.46(g). The proposed language would-
clarify that.an institution that follows its emergency notification procedures is not
required to issue a timely waming based on the same circumstances; however,
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the institution must provide adeguate follow-up information to the community as
needed.”

The DOE continued:

"Many of the non-Federal negotiators requésted that the regulations clearty
explam the drfference between a tunely wamlng clrcumstance and an emergency-
wider range of threats, such as crimes, gas leaks, highiy. contag;ous viruses, or
hurricanes: Many non-Federal negotiators also asked that the Department make
it clear that insfitutions ma_y _s_at_lsfy a t:mety wamlng requ;rement with an

and empfoyees with messages that may beoome meffectwe On the other. hand
some non- Federa! negotuatms also expressed concem that prowdmg lnsuﬂi(:lent

a sn_tuat_lpn_ in which the emergency or rnvesh,gahon is _stlit devei_op_t_ng ’

“To. address these concerns, we are proposing to requ:re an institution that uses
its emergency natification system:to provide follow-up information to the
.community as needed. The phrase “as needed" was used fo address the wide.
variety of threats that might occur.”

In reviewmg the changes in iaw and accompanyrng resotutums that were add_pted after
have the. obllgatlon to'issue-a timely wammg and in: extraordmary 51tuatons institutions
also must make a more:responsive emergency. natification. On April 16, 2007, only the
tlmely waming requirement existed and \frrgmla Tech met thls legal requirement.
\f:rgrma Tech 1ssued a t|mely warmng WIﬂ'Iln two hours and fifteen mtnutes after the

of mststutrehe in 2007 For exampie the complamant |n thrs matter, Security on
Camipus, Inc., by and through S. Daniel Carter, stated in an article entitied Covering
Crime.on College Campuses,Sep tember of 2000 (Exhibit 7):

“Schools continue to have an obligation to issue ‘limely wamings’ to the campus
community if they believe a reported ¢rime poses an ongomg threat to students _
and emptoyees an: campus Unlike the crime log , i

Califom:a State Unrversrty produced a video and trammg material that deﬁned trmely
warning as 24 to 48:hours after an incident (Exhibit 8, page  3). .From California State
University’s viewers guide, From Understanding Compliance; Your Campus and the
Clery Act, June 2002 document (Exhibit 8), the- foilowmg rhetorical question was asked:
*What is a timely manner?" The response provided was; “While the Clery Act doesn’t
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specify a timeframe. it does imply a speedy response. Ordinarily that means within 24
10-48 hours of a-threatening incident.” '

Based upon the position of the complainant, Security on Campus, there-was nota
perceived ongoing threat that warranted a timely nofice shortly afler the WAL incident,
Even if a notice.was required, Virginia Tech met any requiréments urider the Clery Act.

Conceming the DOE’S initial letter that Virginia Tech failed to follow its policies, Virginia
- Tech relies upon clear congressional intent as cadified at:20 USC: §1092(f) (Exhibit 10):
“Nothing in this subsection shall be: construed to authorize the Secretary to require
particular policies, procedures, or practices by institutions of higher education with

respect to.campus crimes or'campus security.”

Thus, in summary, we submit that nio timely notice was warranted, however, if a warhing
was required, Virginia Tech notified the university community with a timely warning:
within tfe-guidelines previously-offered by the: Department and comparable o similar
actions taken at other universities throughaut the:nation, We further submit that Virginia
Tech is'being cited for standards that did not yet exist at the time of the campus tragedy

in April 2007

Our response will also address the-other finding in-the preliminary report — that Virginia
Tech did not follow its intemal-policies for.issuing a wartiing. We will demonstrate that
the Virginia Tech Police did, in fact, have the autharity to-issue warnings and had: done
80 in the past. We will argue that the authonity to command an-action is riot the same as
the technical capacity to compase and send a communication.

Virginia Tech urges DOE to find:that no viotation of the Clery Act:oceurred with regard to
the comptaint filed againstit. In addition, in the event Virginia Tech discovers new or
additional information, facts, or documents, it reserves the right to-share those materials.
and amend or supplement this response.

For the reasons-outfined in this introduction and further articulated in this response,
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RESPONSE TO SCOPE OF REVIEW AND THE FINDINGS AND REQUIREMENTS

‘B SCOPE AND REVIEW

B1. TheU.S. Department of Education {the Department) conducted anoff-site
focused program review: of Virginia Polytechnic s islitute: & State U'rtsiversny S
{Virginia Tech, the University) corpliance with certain provisions of The Jeanre
Clery Disclosure of Campus:Security Policy and. Campus: Crime Statistics: Act
{Clery. Act). The: Ctery Act requiresail. msntutlohslhat receive Title qundmg to:
disclose crime 'statistics: and diss bout campus safety
policies; procedures; and pragrams to-mernbers & campus community. The
Clery Act also requires:institutions. to notify students and employees of reported
erimes-and current threats.on:an: ongeing. ‘Basis by mamtatnmg acrime log and
issuing tlrneiy wamlngs

Response:

nfa

B 2P£ea se note that this review wis- timited to.an examination of Vlrgmla Tech's.

: “compliance with the "Tsmeiy Warring” provisions of the Clery Act with. special
attention to the events of Aprit 16, 2007. The operative statutes ard regulations
are asfollows: §485(f)(3):of the Higher Education Actof 1965, as’ ‘amended
(HEA) and 34 C.F.R. §668.46 (e) setout the standards that: institutions must
foliow fegarchng the issuance: of tfmely warnings and 34°C.F.R.. §668.46 {b)Y2)(i}
requires the: inclusion of an accurate and complete- statement of policy regardtng
the issuance of tlmely wamrngs in the campus security re;:ort

Response:

nia

B.30n  April- 16,2007, —a Virginia Tech student, murdered 32

members of the V‘rglma Tech campus .community-and: senously injured others in

Respon'-_-‘e:

nla:
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B40On  June 18,2007, Virginia Governor’ Timothy Kaine appointed a review panel fo
investigate the events of that: day.and ‘make recommendations for improvements
to the relevant laws; policies, procedures, and systems.

Response:

Immediately after the tragedy, Virginia Tech discussed with the Govemor of Virginia the

university's desire-for a panel to be appointed to review the response o the events that
occurred on Apnl 16, 2007. Virginia Tech's. President and Rector of the Virginia
Poiytechmc institute and State University Board of Visitors sent an official request fora
panel review to the Goverrior on.April 19, 2007 (Exhibit 11) The letter stateq: "Today
weare. wrmng to request that you appomt a panel to rewew the-actions taken in

agencnes that responded that day While: we beheve |t would be most beneficial: to have

an mdependent review, we offer full assistance of all personnel:and resources at
Virginia Tech to assist a review committee.”

Itwas on June 18, 2007 that the Governor issued Executive Order 53 (Exhibit 12)
reaffirming the establishment of the Review Panel and their authorization to obtain
documents.

B5.  Asthe agency charged with-enforcing the Clery Act, the U.S. Department of
Education closely followed these events. The Govemor's report as.amended,
‘was also reviewed by the Department:and is referenced in this: report.

Response:

The DOE’s Program Review.Report statés that the last set of information reviewed by
DOE staff was received on December-4, 2009 (DOE Program Review: Repott, page 4},
however, the final addendurn to the Review Panel Report was rot reléased until

January 6, 2010 (E)(hibtt 13)and Virginia Tech urges the DOE to review this document
as it corrects factual inaccuracies relied upon by DOE’in its findings.

A number-of notable changes were made to the timeline.in the final addendum to the
Review Panel Report and should be considered ‘as part of the DOE's review, including:

{a) the ﬁme entry of about 8 15 a. m ‘on page 28 statlng “T wo semor ofﬁctals
shooting on campus is rel'ét”e'd In one conversation, by phone the official
advised her son, a student at Virginia Tech, to go to class. In the other, in
person, the official arranged for extended babysitting"; and
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{b) the time entry of “8:52 4.m." on page 29 stating: “The Exacutive Director of
Government Relatmns Ralph Byers dtreots that the doors to h:s ofﬁoe be

Presadenfs suite rema:n open

B.6On August 20 200? Secunty on Campus inc (SOC) a non proﬁt organlzatton

wolated the "Tmely Wammg prowslons of the Clery Act by ot |ssumg specific
campus-wide alerts-once senior officials knew of the immediate threats to heaith

and safety
Response:

Virginia Tech's response to the Program Review Report will provide evidenice that there
was no viclation of the 'tlmely wamlng ‘provision.

Campus Secunty Report (CSR) met the: requmements of the: CIery Act and 1hat Virg;ma
Tech’s policies and procedures were explamed

B.8On  September 4, 2007, the Department issued a letter to Virginia Tech advising.
the University of the complaint and .announcing the facused ‘program review. ‘Virginia
Tech submitted its initial response to the Department’s letter on October 7, 2007,
Response:

n/a
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‘BOT  he review included:a careful and: thorough examination of all.materials
submltted by Vrgmla Tech .":‘nec:untyr on Campus Inc and the affected famihes

B:10 The last'set of materials submitted by the affected families was provrded for our
review on December 4, 2009

Response:

n the 27 month period between Virginia Tech’s reésponsé to the DOE's limited request
for information and the issuance.of the Program Review Report, the DOE has not at.any’
time requested additional information.or clarification from the university. However; the:
DOE continued 1o solicitinformation’ fram- the:-complainants until a month before
issuance of the Program Review Report. Virginia Tech.requested review:of the DOE
admm:strabve ﬁle but thns request was demed Therefore Vrgrma Tech is: unable to

t:melmes e—masi exchanges ﬁnancial records and other- relevant matena!s The
tear also reviewed the reports prepared by the Review Panel appointed by
Govemor Kaine, and the:records archive created: as pari of the settliement
between 1he Umversuty and wctlms fam:hes The documents archive is available

'Response:

The:archive located at the link referenced (hitp; ;
the-official-archive developed:by Virginia Tech. The archwe referenced was actuany a
spontaneous personal project developed by-a Virginia Tech student and does not
contain full and complete informatian. Virginia Tech will assist with providing the DOE:
access to'the official archive at DOE's request.

B.12 Disclaimer: Although the review was thorough, it cannot be assumed to be al}
inclusive. The absence of statements in the report eoncearning Virginia Tech’'s
specific practices and procedures must not be construed as acceptance,
approval, or endorsement of those specific practices-and procedures.
Furthermore, it does not relieve Virginia Tech of its obligation to comply with all of
the statutory or: reguiatory provisions gaveming the Title IV, HEA programs

Response:

n/a
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C.1 During the review, serious fi ndrngs of noncompliance were noted. Fmdlngs of
noncomptranoe are referenced to the: dpplicable statutes and reguiations-and
specify the actions to be taken by Virginia Tech:1o bring campus policing and
sectrity operations into compliance:with the Ciery Act statutes-and regulations.
Finding: Failure to Comply with Timely Warning issuance and Policy Provisions.

C:2 Citation: Under the Clery Act institutions must issue timély wamings to the
campus community to inform affected persons of crimes considered to be a
threat to students and ernployees See §485(t)(3) of the HEA These wamrngs
listed in 34 C.F.R. §668.45 (c)(1) or (c)(3) that represents a threat fo students ¢ or
employees is reported to a campus security authority: :34 C.F R. §668.46 (e).
,addrt:on mstrtutrons are mqurred to rnclude a- number of detai]ed poircy
polrcy statements r must include the institutions polrcy for makmg imely wamrngs
and olear notrce of the: procedures that students and others must’ foitow to report

(b)(2)(0).

c3 'V'rgrnra Tech fiiled to issue adequate wammgs in a timely mannerin response fo:
the tragic:everits of April 16, 2007. There are two aspects 1o this violation.

F:'rst' the wamrngs that were: issued' by the U'nwersrty were not prepared or

health: and safety of campus commumty members

Secondly, Virginia Tech did not follow-its own policy for the issuance of timely
warnings as publzshed in‘its annual campus security reports

Response:

As stated in this response, supra, Virginia Tech relies:upon the DOE doctrine that it
[DOE] does not believe that a definition of “timely reports™is necessary or warranted.
Therefore, the DOE has foreclosed any potential to define "adequate’ timely wamning..
Rather, trmely reportrng to the campus community. for this- purpose must-be decided on
a case—by -case basrs in Irght of all the facts surroundrng a crlme rnciudrng factors such

possfb[e rrsk of. compromrsrng Iaw enforcement etforts Campus securrty authontres
shouid consult the local law enforcement agency: for gurdance on how and when to

'the moming of Apnl 16 2007, in fult accord wrth DOE regulatrons in place at the trme
Applyrng the 2009 emergency notroe promulgatrons for thrs 2007 rncrdent would
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The Vice Provost for Academic Affairs presented the following statement to the
Govermors Review Panet in May 2007 He was a-member of the. Paiicy Group thet

made. the decisions on what to'do aftér hearing about the shootings: The following text
can.be found. in.the-Review Panel Report (Exhibrt 13, pages 81 and-82).

shootsng in- West Ambfer Johnston hall. and thai Presudent Steger was
-assembling the Polrcy Group immediately. By appraxlmately 8:30.am., 'and the
other members of the group had arrived at the: Burruss Halt Boardroom &nd Dr.
Steger convenied the meeting. | learned subsequently that as he awaited the
arrival of other gmup members Pres;dent Steger had been in reguiar

When he convened the mesting . President Steger-informed the Policy Group that
Virginia Tech:police had received a cafl at approximately 7:20 a.m. on April 186,
2007, to investigate.an incident in a residence hall room in West Ambler
Johnston, Within minutes of the call, Virginia Tech, police and Virginia Tech
Rescue. Squad members responded to find two- gunshot victims, amaleand &
female, inside a.Toom in the residence hali. Information continued to-be received
through frequent felephone conversations with Virginia Tech palice on the.stene.
The Policy Group was informed that the residence hall was being secured by
Virginia Tech police, and students within the hall were notified and asked to
remam m thelr rooms for thetr safety We were further mformed that the room
'ané Vtrgrnla Tech poluce began questlonmg halt resrdents and |dent|fy|ng
potential withesses. In the. preliminaly stages of the mvestrgatlon itappeared o
be an isolated incident, possibly domestic in nature. The Policy Group leamed
that Blacksburg police and Virginia state police had been notified and were also
on.the scene,

The Policy Group was further informed by the police that they were following up
on leads conceming a person of interest in relation to the shooting.. During this
30-minute period of time between 8:30 and 9:00 a.m., the Policy Group
_processed the factual information it had in-the context of many questions we-
‘asked ourselves; Forinstance, what information do we releass withaut causing a
panic? We leamed from the incident last August that speculation'and
misinformation spread by individuals who do not have. the facts cause panic. Do
we confine the information to students in West-Ambler Johnston since the.
information we had focused on a single.incident in that: bullding? Beyond:the two
gunshot victims found by police; was there a pessrbmty that another person-might
be involved (i.e., a shagatér), and if so, where i$ that persan, whatdoes that
person look like, and'is-that: person armed? At:that time of the morning, when
thousands are in fransit, what is‘the-most effective and efficient way to cohvey
the information to all faculty; staff, and students? If we decided 16 close the
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campus at that point, what would be the most effective process given the
openness-of a campus the:size of V'rglma Tech? How much time do we have

until the next class change?

And so with the mformatlon the Palicy Group had &t approximately 9 a.m., we
drafted and edited a communication to be released to the university: commumty
via e-mail and to be placed on the university web site. We made fhe best '
detision we could based upon the information-we had-at:the tirie. -Shortly before
9:30 a.m., the: Virginia Tech commun:ty—facuity staff, and students—were

notified by e-mail as follows:

*A shooting incident occurred at West Ambler Johnston earfier this
moming. Police are on the:scene.and are investigating.. The university
community is urged to be cautious and are asked to contact Virginia Tech
Po!;ce it you observe an ymfng suspzc;ous or with- mfonnatmn on’ t‘he case,

_and a broadcast telephone message was made to campus phones The Pohcy
Group remained in session in order to receive additional updates about the West
Ambier Johnston case and to consider further actions if appropriate:

C.A.1 GnApril 16, 2007, Virginia Tech officials issued an:e-mail notice about the threat
to the campus community at 9:26 a.m.

Response:

On Aprii 16, 2007 at 9:26 a.m: Virginia Tech officials issued an e-mail notice (Exhibit 14)
that there had been a: shootmg at WAJ. The message urged the campus to be cautious
and asked the community to contact VIPD if individuals observed anything suspicicus
or with information on the case. Thie facts known at that time did not supporta.
conclusion thatany continuing threat 'existed and certainly did not indicate that any
further act of violence was likely. The crime scene was evaluated by experienced,
trained and nationally accredited law enforcement: professionals from three. junsdtchons
(VTPD, Blacksburg Police: Department and the Virginia State Police). All the evidence
indicated that a crime of targeted violence had. occurred, a persan of interest had left the
campus and there was:not an: -ongoing threat, ‘This was not the conclusion of one police:
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C.A.2 However, as: documented in the Review Panel Report and confimed by our own
examination, Virginia Tech officials had information’ available to them that
required a timely warning to the UnwerSJty community much-earlier than 9:26

- AM. For this reason, the Department has concluded that the timely waming
reqmrement was notmet.

Response:

The review comingles and interchanges the definition of ﬁmely wamlng with emergency
netification. Thesg are two distinctive processes The amendment to the Clery Act
ptoposed in 2008 and rules promuigated: in October:of 2009 (Exhibit 3) clearly
‘demonstrate and codify the difference. Congress s deliberative actions are clearly

reflected in the 2008 amendments. The Act prior to the 2008 amendment did nothave
an emergency notification requirement and therefore the' ‘contemporaneous regulatory
-Fanguage cannot have .an emergency notification component: Applying “timely warning”
asan emergency nohﬁcatnon procedure:is mconsnetent \mth the fntent meaning and
documentahon supports this posmon The mtentlons of Congress are. further supported
by the rillemaking. process whereby timely warning and emergency notification were

'found to be two d:stmct processes The reguiations further support Congress s tntent by

that is. prowded post incident.

The apphcable guidance for. tlmeiy wamings provided in The Handbook for Campus
Cnme Re,oomng,p ubhshed in 2005 (Exh|b|t 4 Chapter 5; pa_ge 62) in the sectlon

Nothlng in the Handbook implies that events oocurnng after the mcndent are to be used
to test the sufficiency of the waming.

The actions and the decision made by the responding police: agencies were consistent
with these guidelines. The danger to the campus communify was considered. The
evidence at the-crime scene presented as an act of targeted violence. The crime scene
was evaluadted by experienced, trained and nationally accredited law enforcement
professionals from three jurisdictions (VTPD, Blacksburg Police Departrent and the
Virginia State Police). The description ofthe crime scene for the purposes of this
response |s Ilm:ted tothe comments found wﬂhnn the Rewew Panel Report: “the female
Iast person known fo be w1th female victim was her boyfnend who owned agun and
cared greatly for her (Exhibit 13,page s.79'and 80)."

There were noreported sightings of unusual activity-on campus following the WAJ.
shooting, a person‘ofinterest was identified, and his vehicle was not on campus.and he
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was believed to be off campius. Experience and training teach law enforcement officiais,
as conveyed by a representative of the: Virginia: State Police, that perpetrators of a
homicide will place time and' distances between themselves and thé location of the
crime. All the evidence indicated that a possible crime of targeted violence had
occurred, a person of interest had left the campus and there was not an ongoing threat.
_This'was. not the conclusion of cne pohce department, but three independent agencies:
The Review Panel Report found this assessment to be reasonable given the facts:
{Exhibit 13, page 79). They further report that there are few murders:on campuses, the
average:being 16 across 4, 000 universities and colleges and there had been- orily: one
college campus mass murder in the past 40 years, the University Texas Tower incident.
The two events were. unequivocally. beyond the Bounds of societal norms at the times
they oceurred. A cfiminal had never perpetrated a mass shooting:hours aftercommitting
a diversionary or antecedent homicide (Exhibit 13, page 80}.

In preparation of this response fhany cases of homicide occurfing on campuses
between 2001 and 2007 were reviewed. There were: no:significant differences found
between how these police departments and institutioris of higher education assessed
and responded to an in¢ident and the actions taken following the WAJ shooting. ‘A
qualitative review of the data reveals that with respect to providing information to the
campus community, Virginia Tech provided notification, in ‘many instances; in a‘shorter
time frame than other institutions 'of higher education that had experiencéd a homicide.

Hiustrative: examples based on news reports-are:

+ University of Portland May 2001: student killed in dorm during summer
session, e-mait sent out that evening approximately 8 hours after the mmdent

+ Tennessee State University 2005: shooting occurred in the evemng. mass e-
mail sent to campus commumty the following moming:

« University of Missouri-Columbia January 2005: stabbing occurredin- -parking
garage, “Clery Release” provided next:day, approximately 23 hours ldter.

« University of South Florida February 2006: graduate student shot at night, no
community crime alert issued.

» Virginia Wesleyan College October 2006: security: officer kilied in the evening,
administration-sent e-mail néxt momning to college community.

= Norfolk State University March 2007: student stabbed, campus community first
leams about the incident through the media, campus wide netification not issued
because' it was considered an isolated event. _

» University of Arizona September 2007: student: stabbed in-resident hall,
information posted on PD website at 8:59 a.m., incident had been discovered at
6:30a.m.

» University of Memphis October 2007: student shot, Safety Alert issued the
next day

An additional exampie, the Delaware State University timeline requires-a more in

-depth review and comparison.- .On September 21, 2007, 5 months after the Virginia
Fech shooting, two Delaware. State: students were:shot on the campus mall. The
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headfine of the cbsnews.com. story dated September 22, 2007 was, *Delaware State
Reacted Quickly to Shooting”. The:story provides a timefine. The shooting was
reported at 12:54 a:m., by 2:11 a.m. University officials were: meeting to discuss the
school's response and notices were posted on the school web:site around:2:40 a.m.
The Chair of the Virginia Tech Review Panel is quoted as sayrng, it appears Delaware
State responded to the crisis well.” T : : '

‘measured in minutes, is neai

The guidance found. on:page 62 of The Handbook- for Campus. Crime Reporting,
published in 2005 (Exhibit 4 further recommends: ... that the institution meets
beforehand with its security persorinet and with Iocal and state law enforcement
authorities to discuss what is reasonable in terms. of timely reportlng of ¢rimes.” The
VTPD a8 reparted in the Review Panel Report: (Esd-_.i_b_i’t_ 13, pages 11-13) has:an

“extellent working refationship with-the regional offices of the state police...” This high
'level of oooperal:on was conﬁrmed by state and iocal Iaw enforcement agencres that

and a hlghly ooordmated effoxt 1s needed ‘This workmg relatlonshlp was in place
following the WAJ shooting. It was the colléctivé knowtedge and experience of the
'respondmg pohce departments that assessed the cnme soene and_ evidence and.

The actions taken' follow the guidétine found.on page 62 of the Handbeook (Exhibit 4),
Making a Decision.to Issue a Timely Warmning.and were also consistent with prooedures
and practices followed at other colleges and universities when respondmg to a:
homicide.

C:A:3 Virginia Tech's building access logs show thatthe first two murders occurred in
Virginia Tech’s West Ambler Jehnston MAJ) Hall student residence at
approximately 7:15 AM.

Response:.

. Bulldtng access. iogs were not. avaatable |mmedlately followmg the shootlng at WA..I The.
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C.A.4 Sometime biefore 7:30 A.M., Virginia Téch: Polica Department (VTPE)) and
emergency medical services:pérsonnel arrived at WAJ.

Response:

armived at room'- 29 a.m. (Exhibit 13, page 27)

‘C.A:5 The VTPD Police Chief was advised of these murders before 7:45:AM.,

The VTPD Police Chief was advised at 7:40 a:m. thata sshiooting had occurred at WAL
{Exhibit 13, page 27). Once nofification was made, the- normal police investigative
process was: engaged to. venfy the s;tuatlon

“C.A6 The Chief immediately notified the Blackshiirg Police Department (BPD).
Response:
The VI‘PD Chief contacted the Blacksburg Police Departmentat 7:51 am. to. requestan

evidence lechmc;an respond to WA, as: weil as to request a; defechve to:assist with: the
mvestlgat:on (Exh[blt 13, ‘page 2?)

C.A:7 The BPD immediately dispalched a-detective and evidence technician to the
‘'scene,

Response:

At'8:00 a.m. the VTPD Chief amived at WAJ and found VTP D and Blacksburg Police
Depariment detectives on the-scene. At:8:11 a.m. the'Blacksburg Police Department
Chief arrived on scene (Exhibit 13, pages 27 and 28) A lo.cal specual agent:of the
Vrgmla State Palice was contacted and asked to. reéspond o the scene to assist with the.
investigation.
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C.A.8 The University's Executive Vice President was notified of the murders at 7:57
AM., by which time word of the kfllmgs had atready reached two:other high-
ranl-ung University officials (at approximately 7:30 A:M.).

This statement:is-not correct. The: Executive Vice President was not contacted at 7:57
a.m. As-correctly notéd in the Review Pariel Repart (Exhibit:13, page 27). °Chief
Flinchum finally gets through: to: the Virginia Tech Office of the:Executive Vice: President
and notifies them of the shootings.” Additionally, the: Chief was aware of two shootings:
and not. murders-at that time. The-time line presented in.the Review Panel Repoit dated
August 2007 and the ﬁnal addendum do not mdicate that two hlgher rankmg Umvers:ty

Housekeepzng and Furmshmgs that a re3|dent ad\nsor had- been murdered ifa WAJ The
Associate:Vice President for Student Affairs did not leam any facts about the incident:
until-he-arrived at WA, at approximately 7:55:a.m. He called the Vice President for
Student Affairs at 8:02 am.

C.A.9 By 8:05 A:M., additional BPD officérs were en route to WAJ.
Response:

At 8:00 a:m. the VTPD Chief arrived at WAJ and found VTED and Blacksburg Police
Department detectwes on the scens. At 8: 11 am. the Blackst:-'ur'g' F-‘ohce Department.

Virglnla State Potuce was contacted and asked to respond to the scene to asmst with the
investigation.
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C:A10 The record clearly shows that BPD and VTPD continued their on-campus
investigation on a high-alert footing from the time:of the earliest reports:

Response:

There is no reference to'a “high alert footing” within the time line. Moreover,. Virginia

Tech is unaware of the use of the phrase as a term of art:

The responding police agencies were in the process of conducting a thorough _
investigation following the: shootings at WAJ. Emergency Response Teams (equivalent:
ofa SWAT team) were staged.at the Blacksburg Police Depariment in anticipation of
search warrants and/or arrest warrant service being required. Trash collection was.
stopped on the: south side of campus where WAJ is focated to praserve evidence, Bank
deposit pick-ups were: halted so officers dedicated to picking up deposits could: be-
reassigned to the investigation.

C.A 11 The VTPD:and BPD:mobilized emergency response and special weapons:
teams and deployed officers throughout the campus and the surrounding areas.
Two of those officers were school resource officers (SROs) assighed to public
schools in Blacksburg. The public schools imimediately began taking stéps to
keep their students and employees safe as & result of the radio traffic that led to

the SROs redeployment to WAJ..
Response:

The statement is not corract, At approximately’9:15 a.m. both VTPD and Blacksburg
Palice Department Emargency Response Teams (SWAT teams) were staged at the

Blacksbuirg Police Departmerit in anticipation.of executing search warrants or making an
arrest (Exhibit 13, page 29). The Emergency Response Teams were not deployed
throughout campus. and the surrounding areas. Two-of the memibers of the Blacksburg
Emergency Response Team were school resource. officers-and were recalled to the
Blacksburg Police Department. Blacksburg Police did not direct the public schools to
"take steps to keep thelr students and employees safe.” To the extent the $chools took
any actions, these were independent actions. The Review Panel consulted with various.
police agencies who opined that a lockdown for a-campus like Virginia Tech-was not
feasible on the morning of April 16, 2007.. The report further states:“T he analogy to an
~elementary or high school, however is not very useful. The threat to.elementary schools
usually‘is not from students, the classreoms have locks, they have voice communication
systems to teachers and students, and the people at risk are located in one building, not

131 buildings (Exhibit 13, page 83).”
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C.A12 By 8:10 A M., the University President was notified of the mirders at WA..
Response:
The 8:10 a.m: time entry in the Review Panel Report is incorrect. At 8:10 a.m. , Virginia

Tech's President was notified: by staff that the VTPD Chief was on the phone regardzng
a shootlng incident at WAJ: (Exhlbrt 13,page 27).

C.A 13 In official statements by University officials and documents released as part of
the settiement between: Virginia Tech:and the victim's families, the VTPD Chief
stated speciﬁcally that he told Virginia Tech’s President that a weapon was not
found at'the scene of the murders and that there were bloody footprints leading
away. from the bodies.

Response:

Virginia Tech is not aware of the official statements or documents relied:upon by the
DOE inC:A.13:

posed an ongorng threat to the heatth and safety of V’rganra Tech 5. students
and employees and other members of the: campus community.

C.A.15 Moreover; itis now clear that the person ofinterest,” often cited as a
dwersronary factor affectlng the rnvestrgatlon and a ctelaylng factor in terms of

mlnutes later than: ongmatty reported
Response:

The potential danger to the campus cdmmunity-was considered. The-evidence at the
erime scene- presented as-an act of targeted . violence. The crime scene was evaluated
by experienced, trained and nationally accredited law enforcement professionals from
three jurisdictions (VTPD, Blacksburg Police: Department and the Virginia State Police).
The description of the crime scene for the.purposes of this response is limited to the
comments found within the Review Panel Report: “the female victim was shot with a
young man in her room undet the crrcumstanoes fou nd" and “The last: person knownh to
(Ethblt 13 pages 79 and 80} There were no reported srght:ngs of unusuat actlwty on
campus following the WA shooting, a person of interest was‘identified, and his vehicle
was not on campus and he was: determrned to be off campus. Expenence and training

Police to the famr!res that perpetrators ofa horn:orde wrll place trme and dlstanoe
between themseives and the location of the crime. All the evidence indicated that a
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crime of targeted violence had occurred. a: person of interest had left the campus: and
there was not:an ongoing threat.. This was not the canclusion of one police departiment,
but three independent agencies.

inthe preparation of this response to the Program Review. Report many cases of
hom;c;de GCCUIMNG on campuses between 2001 and 2007 were reviewed. There were
no significant: differences: found between how these: police’ departments and ‘institutions
of higher education assessed.and responded to an incident and the actions taken
following the WAJ shootmgs An example ofa 'tlmelyr waming”™in response to'a
homicide at another university follows below. Itis important to note that'the ime of

issuance was:at least 22 holirs after the mcrdent
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C.A.16 Virginia Tech did not.send its first waming message to students and employees
until 9:26 A.M., nearly two hours after campus. securrty authorities, including
senior Unwersﬂy officials, were notified of the firsttwo killings. By that time,
thousands of students; emptoyees and other members of the University-
community had contlnued to travel toward the campus from off-campus
locations.. Studernits hvmg on-oampus and employees who had already reported
to-work: continued to move about the campus without any notice of the murders
inWAJ,

C.A.17 As noted in the Review. Panel Report, Virginia Tech’s first message to students
and. employees only stated that:a “shooting incident occurmred.” Although the
message did urge. community members to be “cautious® and to contact the
police if they “observe anything suspicious,” the waming did not: mention two
murders,

C.A. 18 Asnoted by the Governor's Review Panel, the'lack of specificity:in the

message could have led readers to construe the message innocuously as
merely-announcing an acciderital shooting.

C.A.26 The mass e-mail sent.af 9:26 A M. lacked the required specificity to give
studénts and empioyees actual notice of the threat and to provide them with
information they needed: for their own protection;

Response:

cnme scene presented as an act of targeted vuolence The cnme scene WS evaluated
by-experienced, trained and: natlonaily -aceredited law enforcement professionals from
three 1unsdact|ons (VT PD Blacksburg F’ollce Department and the Vrgmla State Pohce)
comments found wuth;n the F{ewew Panet Report ‘the female victim was shot W|th a
young man ir her room. under the circunistances found” and "The last person known to
be with female victim was-her boyﬁtend who owned a. gunand cared greatly- for her
(Exhabtt 13, pages. 79: and 80)." There were no reported saghtmgs ofunusual achvrty on
was not on campus and w'a's'determmed to be off campus. Experience and tralning
teach law enforcement officials, as conveyed by a representative: of the Virginia State
Police to the families, that perpetrators of a- homicide will place tilme and distance
between themsetves and the Iocatuon of the cnme AII the evrdence mdaoated that a
there was. not an ongomg threat Thls was not the concluswn of one pollce department, _
but three independent agencies.

The:notification sent was based on the evaluation described in the preceding

paragraphs. The message read: “A shooting incident occurred at West Amber Johnston
earlier this morning, Police are on the scene and aré-investigating. The university
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o_bserve anytl'l_mg _s_uSplclous or with lnforrnatjon on the « case. Conta_c_t _V*rg_lnla Tech
Police at 231-6411 (Exhibit 14).” Based on the information knawn at the time:the
‘message was' appropriate.

There:were comments made in the Review. Panel Report that the use of the word

“shooting” did not provide enough. specificity and .could be misconstrued. However, such:
'comments dlsregard !he addltlonal lnforrnaﬂon contamed in the e—masl The Ianguage
with ;m‘ormatlon on the case® woufd not have t been used for an acmdental shootmg and
indicates more than an‘accidental shooting occurred.

Reviews of other incidents do not support thls conclusion of the Review Panel. In
-several events followmg April 16,2007 the term shooting has been Used in.emergency
-notifications and “timely warnings" Examples include:

University of Alabama Huntsville February 2010: three: faculty killed,
emergency notification —*‘there has been a shooting on campus.

» Ohla Stats University, March 2010 two employees killed, emiergency text
notification., ,srmntlhg' near McCracken:Power Plant.

In none.of the examples providéd weré the shootings accidental. The intent of the
messages was to.convey that a criminal violerit incident had occurred, The word
shooting accurately communicated the message.

C.A.19 Indeed, Virginia Tech's own documents show that an earlier draft of the
message did contain-additional information including the statement, “one
student is dead™ and “another is injured and being treated” but these details
were not included in the final version.

Response:

The document in question does not appear to be.an earlier draft of the message sent.
The tlme wntten ‘on the docurnent |s 9 26 a.m, the same time that the e-mall notlﬁcatlon

h_ad staged at WA, ‘Law_ _enfor_cem_ent_agenmes antl_c_lpated _c_onductmg a medna briefi ng_
at approximately 10;00 a.m.
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C.A20 University and public records, including the e-mail traffic.of Virginia Tech
=emptoye'es a’!so de’monstrate that even before the release of the ©: 26 AM.
-provrde for their own safety and that of their staff members and to inform famrly
‘members they were safe.

Response:

‘This statement in the Program Review Report is incomect. The Review Panel Report
(Exhiblt 13, page 28) states:"Ab out 8:15 &:m. - Two sénior officials-at Vngmra Tech
have conversations with family members in which the shoofing on.campus isrelated. In
one: conversatlon by phone the ofﬁcial adwsed her: son, a student at V'rglnla Tech to

CAZ1 Shortly after 8:00 A.M., the entrance of the Office of Continuing and
Professronal Education (OCPE) was locKed after a famny member notified an OCPE:
employee: of the WAJ shootlngs

Responge:

The statement is accurate,h owever, it should be roted that this office: was: not located
in the main administrative: building where the Policy Group was meeting,

€. A.22 Records also show that the office suite occupied by the University Policy Group
{the President, Viice Presidents, and other senior ofﬁmals) members was locked
down by 8:52 A.M. s;gnailng that the Unwersnty s:senior officials believed that
the-crisis contmued to-pase and immediate and.serious ongoing threat.

R'e,sponse:;

the four doors to the Presrdent‘s Office suite remarned open ol !t should be further noted
that all other remaining executive offices in Burruss:Hall {location of the President’s
Office suite) also remained open. No entrances to the building were locked and no law
enforcement personnei or other extraordinary security measures were emplaced in
Burruss Hall-following the WAL} incident. Further, individuals could fully enter and leave
Burruss Hall in a:normal fashion.
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sent. Addltlonajly trash: cotlectlon on oam_pus was suspended at least a half-
hour before the initiat warning.
Resporise:
Bank deposits were suspended so that the police officer dedicated to- oottectlng bank:
deposits throughout ¢ampus could be: redlrected to: assist with the incident at WA,

Trash collection was also suspended on the south sidé of campus (where WA is
focated) at 8:32 a.m. by the Director of Physrcal Piant at the direction of the VTPD to
preserve any possible eviderice from the WAJ shootmgs

C.A.24 Furthermore, the Co- Dlreotor of Environmental Health and Safety Services
(EHSS) sent:a message at'9:25 A M. to her famity titied, “I'm safe,” and stated,
“There is-an active shootéer on: .campus and it's making the national naws. My
office is in-lockdown. This is horrible. ‘Tl let you know-when it's over.™

Response:

The time the message was sent is "tnoorrect Ms, Mondy s infernal eomputer time stamp
time. The message was actuatly sent at 10: 25 a.m, as evidenced by Exhibit 15, which
occurred after the shootmgs at Noms Hail and was preceded by other alerts l;ssued

was'a co- dlrector of En\nronmental Health and Safety Serwoes (EHSS) and was not an
‘executive or senior university official and was not acting at the direction of university
administration.

C.A.25 EHSS was one of the principal offices charged with issuing timely wamings.
‘Response:

The statement is incorrect. Environmental Health and Safety. Services (EHSS) was not
charged with issuing a “timely waming.” "The Campus Safety Report {Exhlblt 16} '
supperted by policy. 5615: Campus Security-(Exhibit 17} articulate the policy for the
issuance of a “tlmely warmng on Apnl 18, 2{)07 Wrthm the Vlrglma Tech Emergency

:Reiattons EHSS is a member of the ERRG. However 0.ne needs to understand the
worklngs of lnmdent management, pertlcularly the Incrdent Command System (ICS)

or,ganqzatlonai "b_es_t pract_lce_s_ _" and asa component of Nabonal Incrdent Managernen_t:
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Systems (NIMS) has become the standard for emergency managsment across the
country: ICS is a standardized; all-hazard incident management concept. ICS has
considerable: internal flexibility. ICS may be used for small oriarge events. It can grow
or shrink to:meet the changing: needs of an iricident or event. The ICS: organizational
structure develops in a top-down, modular fashion that:is based on the size and
complexity. of the incident. As incident complexity increases, the organization expands
from the top down as functionat responsibilities are delegated.

Therefore in accordance w'rth the- ICS the respnhSibmty as. wﬂﬁen v.nthm the

two homlqldes. and ﬂ't_e. issuance _of the: ﬁrst vague waming.
Response:

Within the Program Review there is an: mevntable underlymg clirrent of hmds;ght and
observational bias. Rathér than evaluatmg the circumstances and faets
contermporaneous with the incident, this hindsight and observational bias creates the
fendericy (after the:fact) to view events as more predictable than, in fact, they:were at
the time of, and preceding, the event in question. Hindsight bias has-a demonstrated
adverse impact.on retmspecﬁve mveshgatlons of catastrophic events.

The effects of hindsight bias are natural and understandable human reactions. Nassim
Taleb has:written powerfully about this effect in his book The Black Swan: The Impact of
the Highty Imprabable. Taleb:defines Biack Swan everits as.having the following
charagcteristics:

1} The event i is’ qu1te rare and nothsng in the past points to its possibility.

3) After the event, we: concoct explanatlons for its: occurrence, making it appear
-more explainable and _pred:ctable__ when itis not.

These characteristics are alI-representa'tive of the full events of A_pn'l' 16.

at the tlme of the: WAJ shootmgs Unfortunately these blases tend to resuit in criicism
of reasonable decisions based on the outcome and rot the decision process.
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occurrendes where the Panet fi nds t:he act:ons '—decrsrons and conclusrons taken by the
university and responding. law enforcement ¢ agencies, preceding the shiooting at WAJ, to:
be correct and appropriate: However, these discussions:are concluded with an adverse;
finding: that is not: supported by the. precedln _diseourse

Page 79 of the Review Panel Report (Exhlblt 13) states“It wa's reasonabie albieit wrong,
that the VTPD thought this'double r_nurder was most likely the: result of a domestic'
argument given the facts they had:ini ncluding the knowledge-that the-last person
known to have been with the female victim was. her boyfriend who- owried a.gun and
cared greatly for her.... Plus the fattthat she-was: shot with a- young man in her reom

under the clrcumstanees found.” The inclusion of the phrasa, “albeit wrong exemplifies
the-outcome bias.

On- page- 80 of the: Revrew Panei Report (Exhrbit 13) th-e Panel correctly. describes the
pceurrence of homicides on eoliege campuses;.

“There are few murdérs 8ach year 'on campuses - an average of about 16°across
4,000 unaversme ] otieges The only. college campiis. mass: murder in the
United States in the: past 40 years was the University of Texas.tower sniper
__attack though there have been occas:onal multlple murders Based orv past

by a second e!sewhere on campus The WPQ had the probab:litles correct but
needed to consider the low-probability side-as'well as the most likely situation.”

“The last sentence is a clear exarple of 6bservational bias, reaching-a conclusion based
-on an outcome rathér than-an: understandmg of the real time decision making process:
Unfortunately the Report does not discuss or éxplore the actions taken at other
institutions. that had experienced homicides prior-to the horrific:criminal attack on:April
16, 2007. A review:would find that institutions;, prédominately did not close or. cancel
.classes ‘prior to:April 16, 2007 when there was:a campus homicide. In preparation of
“this response the avariable data of campus. homicides was reviewed, no-examples of
universities closing were found, (however; information:was not avaiiable to r.te!imtlvelyr
determnine the actions taken by alf universities). Moreover the data indicate that the time:
between the discovery of a homicide and the notification of‘a'campus was not
measured in minutes but measured in several hours to days

An additional example of bias creeping into the Review-Panel Report (Exhibit 13} is
found on pages- 80 and 81 durmg the discussion of the: rale of the Morva incident:

'“One of the factors promment i the minds of the Potrcy Group, accordmg to the

gamed the prevrdus August when a convret named esca
a nearby prison and killed a law enforce  officer and'a guard at-a tocal
hospitat. Police reported hé might be on the VT campus. The camipus
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-admlntstratlon issued an:alert. thata: murderer was on. the Ioose in: the v:clnlty of

ng the :mpressnon to.
_ itory kaitlngs had left

-’months earher the umvers;ty Pohr—:y Gr—oup stifl made a quest:onable decusnon

: ussmn clearly !Hustrates how hmdmght and observahonai bias nmpacts the

._students clustertng m farge groups awamng buses and trafﬁc congestlon creating an

increased posture of vulnerability for the campus community. Because the outcome:is:
known, the magnitude of the decision process is lost. The-description of the events at
Squnres further solidifi es the argument that htnds;ght bias has clouded the conclusmns

-ﬂ'le situation ree"!ﬁ.rIWas This: s_' ' ef : 3represent the hmdsight and observatlonal blas
There isan armed escaped ccnwct who has: already ku!led a Iaw enforcement ofﬁcer in

w:;h weapon_s dra_wn whgl.e. sIudents evacuate v.nth thelr arms over the1r heads
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The Review Panel Report flirther remarks that

“No mention was made-in the initial message sent to the students and staff of a
double murder, just.a shooting, which might have implied firing a gun and.
injuries, possibily accidental, rather than'two. murdered and the university could
have notified the Virginia Tech community that two homiicides of students had ©
-occurred and that the shooter was unknown and still-at large.”

These comments also refiect the continual bias: of hindsight At the time of the notice,
one of the WAJ victims was not yet deceased. So-the reference to “a double murder” or
“two_homicides” in the Review Panel Report reflects knowledge AFTER the fact, not
during. In fact, it reflects a reatity that did not'exist at the time the notice was:sent and
creates a hetghtened sense of: mean:ng and urgency’ beyond that which was known 1o

forward, and how establtshed hlnd5|ght bias is overcome Jonathon Baron and John
Hersey write in.the:article, Qutcome Bias in Decision Makmg

to the Judge that was not avariable to Ihe demsron maker 1nduding mformatron
about the outcome of the decision. It-has often been suggested that such
information is-used unfairly, that reasonable decisions-are criticized by Monday-
morning quarterbacks who thirik they might have decided otherwise,.and that
decision makers end up being punished for their bad luck. Results suggest that
people may confuse their evaluations of decisions with the evaluation of the
3consequenoes thernse!ves Mere understandrng that such corwfusmn

.and for. promulgatrng standards for the future

The opinion of Baron and Hersey-are echiced by many others. There is a need when
oonductrng true root-cause analysis to move beyond outcome biases; to realize that
decision making is not-a simple linear process and to become immersed in the process
from the perspective of the decision maker. Without:this kind of effort, review and
evaluation will be encumbered withhindsight and observed biases.

expert Bruce Schnerer writes:” Our brarns need to ﬁnd someone or somethmg to: blame
but sometimes there is no scapegoat to be found, sometimes we did everything right,
but just got unlueky, we: srmpty can’t prevent a lone nutcase from shooting people at
random, there-is no:security measure that would work:”
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C.A:28 The University also chose not to use. the:four components of its néw siren
system that were operational on Apnl 16, 2007-

Response:

On Aprll 16 2007, the :nstaﬂatlon of the system had not been comp!eted Four of the six
sirens were in place, however, the system.was not fully - functional and there were no
trained operators. Training was not scheduléd uitil the installation was completed and
the system turnied ovér to the police departiment by the manufacturer,

C.A:29 Tha University alsg: did not use its: potification: protocoi of last resort because. of
a’lack of timely inforfation:
C.A30 This 'systém reli_'e_d o_n resident adv{sors in:residence 'hé:ls and on ﬂ'oor warderis

time _tq 5pr_ead the _word_.
Response:

©On Apnl 1'6' '200? the: urilvers'ity had a system in: place for resident’ advisors to

ressdent advrsors d:d knock on the doors in WAJ Pohce ofﬁcers also knocked on doors
in WAJ during this time to collect inforration and:talk o students.
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C.B.2: The University pollcy that was in piace:on April 16, 2007 was vague and did not
provrde students and emp!oyees wrth actual notrce of hhe types of events that

umely wammg reports to members of the campus commumty regard:ng the ‘occurrence
of crrmes descrrbed rn paragraph (c)(1) of thrs sectlon must be rncluded m the annuai
pubhshed in 2095 (Exhlbrt 4} “the Clery Act dees net prescnhe pohcy and procedures
for schools to follow’. The Handbook further suggests 1) the policy-include the
circumstances for which a. “timely warning" will be issued, 2) the individual gffice
responsible forissuing the’ wammg and :3) the manner in which the'warning will-be
disseminated. The “timely- waming” pohcy in \ﬁrgrma Tech’s Campus: Security: Report in
effect on Apiil 16, 2007 met suggesuon 1 and 2, butthe policy is not specific: regardrng
suggestion 3. However, there is merit to:riot provrdmg absolute specificity. It
accommodates distributing information through various means as necessary without
berng mandated to use only pre-descnbed methods 0 ne would not want to nsk a

had:not been prewousfy wntten mto an annuai CSR

Virginia Tech Policy 5615 (Exhibit 17), enacted on May 7, 2002, was in place on April
16, 2007. The policy states that University Relations and the University Police will: make
the campus commumty aware of cnrnesthat haVe occurred and neeessrtate cautlon en

mstltuhons at the time

C.B.3 As noted previously, the Clery Act requires institutions to develop, implement;
publish, and distribute ‘an accurate and complete timely: waming policy: This policy
disclesure is a required element of the CSR that must be distributed annually to.
students and employees

Response:
A*timely warning” ‘policy was:in. p!ace that met the requirements. of 34 .CFR

668.46(b)(2)(i) {Exhibit 5). The policy was articulated in the VIPD's annual Campus
Security Report {Exhibit 16}_
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headlng, ‘Vlrgm;a Tech Police.” 'f'he poiicy as it appeared in the CSR in place
on April 16; 2007 stated ‘At tlmes It may be necessary for “timely wanungs to

_ necessary to warm the unwersaty of a pobentlany éangerous situationi then the
‘Virginia Tech Police Department should be notified. The police department will
then prepare a release and the information will be disseminated to.all students,
facuilty, and staff and to the tocal community.”

Response:

The statement is ‘correct.

C:B.1

CBS5

Dunng the: events of Apn! 16,2007, Vlrglnla Tech dxd not comply with its own
policy-on the issuance of timely wamings as published in its campus secuniy
reports.

Our review has shown that the Unlvermty’s actual process for.issuing a timely
‘warning was more complicated than the CSR suggests and was not well
understood even by senior University officials.

Response:

The DOE’s assertions are incormect and unfounded. The procedure by which a “timely-
warning’ will be issued is articulated in the VTPD's ‘annual Carpus Security Report
(Exhibit 16). it is. supported by Virginia Tech Poincy 5615 (Exhibit 17) dated May 7, 2002,
entitied Campus Security. The policy states:

;students and empioyees ina tlmely fashlon and m such a way as:to a:d in the
‘prevention of similar eccurrences, The Chief of Police will- be responsible for
‘publishing:annual ‘'statistics:on the following crimes: murder; rape, robbsery,
.aggravated assauit, burglary, and motor vehicle theft, as well as:the number of
arests for alcohol, drug, and weapons violations."
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C.B.6 Contrary to the University's stated policy; the VTPD did not prepare or
disseminate any of the warnings or messages that were sent to the campus
community on April 16, 2007.

Response:

The review continues to. comlngle and’ :nterchange the definition of timely waming with
emergency natification. These-are two distinctive processes. ‘The amendment to the
Clery Act proposed in 2008 and rules promulgated in October of 2009 (Exhibit 3) clearly
demonstrate and | codify. the difference. Cong'ress's dehberaﬁve actrons"are cieany

an emergency nottﬁcatlon requrrement and therefore the: conternporaneous regutatory
language cannot have an emergency: notification component. The attemript to'apply
‘tlmety warning” as an emergency notification procedure:is inconsistent with the intent,
meaning, and purpose of the timely waming: reguiatory language as it existed prior fo
2008:amendment. Guidance documentation and opinions of Clery experts stpport this
posmon The intentions of Congress are further supported by the- ruiemakmg procass
whereby hmely wamlng and emergency notrﬁcatren were found to be two dnstlnct
notlﬁcatlon occurs, then a tirnely waming is not requrred further deﬁmng that a trmely
warning is not an' emergency notification: btit something that occurs at a fater time.

Iti is: !mporta'nt fo understand and apprecrate how mcrdent management and response
of crrtlcal pathways The VTPD had the authonty fo. prepare and drssemrnate notlﬁcatlun
and “timely warnings”. Virginia Tech Palicy 5615 (Exhibit 17) articulates the relationship
between the VTPD:and University Relations. The university Emergency Response Plan
is NIMS and ICS based. The ICS structure supports the utitization‘of a-policy group and
‘additional modules as reeded. What the DOE réviewers have: implied and inferred as a
weakness in the Virginia Tech system, is in actuality a strength and desired practice.and
capability of an incident. management system. The system provides redundancy of
critical decision making paths:

Aﬂer the tragedy: this year at the Unfvers:ty of A]abama some criticized that uniVersity

exampte of the need to have redundant cntrcal pathways and the abllrty ta establish
incident command as well as-overall area (university) command during an incident.
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C.B:7 Atapproximately B:25 A M., the University Policy Group (UPG) met and
discussed the unfoiding events it is-our understanding: that no Virginia Tech
Palice officials served ori the UPG and no police official was part of the UPG’s
initial detlberatlons about emergency nofification.

Response:

The statement is incorrect The meelting conivened at B:35a.m. While at the time no
police officials served on.the Pohcy Group, the Policy Group membership was in contact
wnth VTPD Ieadershup Sltuatlonal awareness another key component of lCS was

‘Response:

The F‘circy Group convened at8:35.a.m., and mformatlon known by individual members

other unweretty functuonai untts by 8 serles oftetephone catis
Further atthough the Chlef of the VTPD ts now.a. member of the Pohcy Group, he may

C.B:& \Virginia Tech’s operational policy statement at the time gave the VTPD the
authority to issue a waming.

Response:

states: ‘At times. :t may be: necessafy for “t:mety wammgs “to be tssued to the unwersny
community. If a crime(s).occur.and notification is.necessary to warn the university of a
-potentlal dangerous srtuatton then the V‘;rglma Tech Police Department shoutd be

Secunty Repott is supported by V|rgsnla T ech Pohcy 5615 Cam pus Secunty dated May
7, 2002 (Exhtbtt 17)which: states “Un: wersxty Relattons and the Untversny Poi;ce witt
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C.B:10 In practice, however, the VTPD's Chief was required-to-.consult with the UPG -
before a waming was issued.

Response:

See Virginia Tech Policy 5615 {Exhibit 17) as Virginia Tech's résponse to this
statement.

C.B.11 Moreover access: to the technoiog;oei means to. eend such commumcehons
the Dlrector of News and lnformat;on who had toe requ;red codes None of
lhese addrtlonal procedures were disclosed to \flrgmia Tech’ 5 students and

deelgned to ensure that students and employees reoewed the mformatlon they
needed on a: tlmely basis..

Response:

The VTPD had the authonty to prepare and dlssemmate nouﬁcatron and "tlmely
warnirgs”. Policy 5615 (Exhibit 17): arficulates the relationship between the WTPD and.
University Relations. The University’s Emergency Response.Plan is NIMS and ICS
based. The IGS structure supports the utilization of a poticy group and additional
modules as needed.

There is ne information contained within the DOE’s The Handbook for Campus Crime
Reporting, pubhshed in 2005 (Exhibit 4),t hat: remotely-suggests that the mechanics of
how universities physically or procedurally should send-a "timely warning” shauld be
contained within the policy statement. The technical and procedural mechanism of how
the university physlcelly sends a message is. not germane to the pohcy statement. In

preparatlon of this: response scores of pol|01es of other lnstlmt,rons were revrewed None

physrcally push the button and initiate a message \na e-mall or how or who will print-a
fiyer or- who programs a: message board.
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C:B12&CB.13

Therefore, the Department has determined that Virginia Tech did not-accurately
describe:its fimely warning procedures {o its students and employees.

The Depariment has also determined that the institution’s timely warning
procedures in place on Aprit 16, 2007 were not sufficient to issue wamings:in a
timely manner-to its campus community.

Response:

In preparing this response;t he university has taken the Program Review Reéport
narrative and reformatted it into a-more conventional administrative action format
-compnsed of numerated ﬁndmgs of fact aliegahons and welat:ons The unwerStty has

documentahon The procedures in place were sufficient to i issue.a hmely warmngr

CB14 OUr réwew' aiso lndl'cates that lhe mconmstency beMeen Vmgmla Tech & stated

a copy of Vlrglnua Tech's Emergency ReSponse Pian (ERP) Accordmg tothe
ERP, the responsibility to “issue communications and wamings® was:actually
delegated to the Emergency Response Resource Group (ERRG), which
1ncluded members of the VTPD and Enwronmental Health and Safety Semces

Response:

There is a'misunderstanding of how the: NIMS and ICS functions and how they aré
;appiled 1n:2006 the Virginia Tech Emergency Response Plan organizational structure
was modified to reflect ICS and NIMS requirements.

Incident Command system (ICS) has been'tésted in more-than 30 years of emergency
and nohemergency applications, by all levels of government and in.the private sactor, It
représents organizational."best practices;™ and as a component. of National Incident
Management Systems: (NIMS) has become the standard for emergency management
-across the:country. ICS is a standardized, alkhazard incident management concept.
1CS has considerable internat flexibility.-ICS may be used for small orlarge events. it
can grow or shrink:to meet the changing needs of ai incident orevent. The ICS  *
,orgamzatmna% structure developsin a top-down modular fashion that is based onthe
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'expands from the: top down as functrona! responsrbrirtles are: dele_gated {Exh:blt 19).

Therefore, in.accardance with the ICS, the.resporisibility as written within the
Emergency Response Plan to “issue commiunications and warnings” was not delegated
to the Emergency-Resporise Resource Group.

CB.15 Inan: email datedAugust 17, 2007, Pres;dent Steger's representative to the
uhderstandlng of the polrcy in response to:an mqurrypr from the Panet s staff
about the University’s timely warning policy and actual practice: “The
authorization to send'a message would have come from the Policy Group as a:
provrded by the Emergency Response Plan The message would have aotua!ty_
H_;_n_cker is the A_ssog VP for_ 'Ur'\i\'r ;Relatlons_ He' and Mairk Owczarskl Director
of News & information {reports to Larry) have the codes that are needed to
send out a message via: the_unr\_rers_i_ty_s_ tele_p_hone system and controt the
16 [VTPD} Chisf Fttnchum would have needed to go through the Polroy Group
to get a message sentout.”

Response::

The individual referred to was a trusted former employee who retired from Virginia Tech.
several years prior. He did not have any:direct knowledge of university émergency plans
and procedures; and was:a-conduit:between university ofﬁcrats and members: of the
Re\new F-‘anel The Rewew Pariel Report ers when rt states "3 former hrgh-ranklng

the Panei s staff about the Unwersrty s tfmely warmng pohcy and acruaf pmcﬁce
The Rewew Panel s questron was not an mqurry about the Umverstty S trmefy warnmg
the: authonty tosend a message out to the campus on Aprif 16 '? The mechan:cs of
sending a message were managed by either the Associate Vice: President for University
Relations orthe Director of News-and Information. Each had the abiirty to access the
system from remote locations and.one was availabie: D4/7
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C.B.16 This explanation of Virginia Tech’s policy does not mention the existence or
role of the ERRG. However, it does confirm that, contrary to the timely wamirig
policy disclosed by Virginia Tech to its: students -and employees; the VTPD did
not-have the authority to-actually develop orissue timely warnings. Therefore,
the Department finds that the timely waming policy in place on April 16,:2007
was not sufficient to @nable a sticoessful timely warning to its campus:
community and that the policy that was published was not followed.

Response:

As stated in the response to C.B.15, the Review Panel was not inguifing about the
Campus Safety Report.or tanguage contained therein. The response to.C.B.14 clearly
arficulates how incident response.is managed and the concept of scatability of '
response. As previously-discussed, in’ accordance with the:ICS, the-responsibility as
'wntten within the. Emergency Response Plan to “issue communications and wamings”
was not delegated to the Emergency Response Resource Group
"V'rglnla Tech's response to.C.B.15 is an: accurate summary of practices in place on
April 16, 2007. Again Virginia: Tech reaffims it pOSitIOH that there was no violatior of
the tlmeiy waming" provision. as “timely: waming™ regulation has not been appropnately
c:ted and has been broadly contorted in-an attempt to-apply it to an incident for which

This is:not only supported:by the actions-of Congress in the original devefopment of the
Act but also in the changes promuigated-in 2009 (Exhibit 3). Guidance providedto
comply with the requirements of the- CIery Act further support this position..

In the article Covering Crime on College Campuses (Exhibit 7),writt en by S. Daniel
Carter, who is vice pres&dent of Security -on.Campus, Inc.; a nationat non-proﬁt campus
safety and victim's rights organization, and who was actlvely involved in the
development and enactment of the 1998 campus security'’amendments,se rving.on the
negotlal:ed rulemaking” committee that developed the campus crime reporting -
regulations,a nd who is also the principaf author of the complaint which generated this-
DOE program review, describes the time frame of a “timely waming”..S. Dariiel Carter
states 'Sch ools contmue fo have an. obhgataon to |ssue "tlmely wam;ngs tothe campus_
employees on campus Unuke the crime Eog this reportlng isnot limited:to a pohce or
security department and_should be made in less than two business days™ (emphasis
added). Note that the appropriate time frame is being measured in business days not
calendar days which further separates the incident from when a “timely warning” is
issued.

In 2002, Security on. Campus presented.the Jeanne Clery Campus Safety Award to the
California State University System. The award was presented to California for their
development of a Clery Act training video and viewers guide (Exhibit:8). Security on
Campus stated: “They (California) have just completed productian of a Clery Act.
Training video, which helps to clarify the fine points of the Jeanne Clery Disclosure of
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Campus’ Security Policy and: Campus Ciime Statistics Act for CSU security personnel.
This video will-be helpful to colleges and universities natlommd” :
added).T he video describes an appropriate timeframe to issuea. “timely warning” as 24
to 48 haurs. California State: University’s viewer's guide; From-Understanding to
Compliance; Your Carmpus and the: Clery Act (Exhibit 9, ‘page 14) states: “While the
Clery Act doesn’t specify a time frame, it-does imply a:;speedy response. Ordinarily-that

means within 24 ta 48 hours of a threatening incident.”

In the 2008 winter addition of. Leadership Exchange published by National Association
of Student Personnei Admmlstralors.'(NAsPA) (E)d'nbnt 21) B onnle Hunter Chair of the

professor of educahonal studias: at Okiahonia State University published an amcle
entitled, “Campus Safety and-the Clary Act’. in the article they write: *Although'the
Clery act reqwres schools to |ssue tlmeiy wam;ngs to students and ,empioyees

found in. DOE's The Handbaok for Campus Cnme Reportmg, pubhshed in 2005 (E)(hlblt
-4): On page 65 of the' Handbook the following example: of a timely warning is provided::
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Possible Thieat ta the Commuinity
*Your Right 1o Know™
Jamuasy 26, 2004

In compliance with the “Timely Nofice” “prosasicns of the federal Jeanne Clery: Disclosure-of Camnpus
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AvAIAge huilt! appl oxlm-mlv *’lﬁ“ in hnght. nhnur 1-l£ Abs.: nnnug a hhch Emuded garmmt
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an 1T
oo .w‘e any mform:mon rhar nu_q_ht be he}pmlm th.1- uheanzahnn dontact the Lm\mm Po]xce L‘\
teiephone ar (540)565-631 11 in personat Shenandoals Hall. Patterson anid South Maiu: or. if vou Yish.
anenvimously through “Silent Wit=ss,” at’ hrr‘ FenEw dmu adi putsnfers identdiin

" Piease note that the sample “timeély warning” provided as guidance in The Handbook for
Campus Crime Reportmg. published in 2005 (Exmblt 4) describes a violent crime that -
occurs on January 24™ however, the “tirmely warning’” is not issued until January 26",
_approx]mateiy 48 hours.or more after the crime occurred. Further note that the “timely
waming” states that; “it can be assumed that: conditions continue-to exist that may pose
a. threat to members and guests of’ the commumty The Depadment of Educat:on '
document for CleryF comphance teaches and adwses that even when condmons
continue to exist that ; pose an. active threat to the campus, the issuance of‘a “timely
warnings” is measured.in days not minutes.
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A review of timely warming policies in place contemporaneous with and following April
16, 2007 provides additional support that “timely warning™is: not measured in‘minutes.

San Diego State 2007 “Once ali the relative information is received, these:

notices will typically be posted within 48 Hours.”
Santa Rosa Junior College:2009:°It is t he practice of CCCCD to have the
Police Chief. and/or designee, confer as necessary and applicable with
administrators, legal counsel and surrounding. law enforcemént agericies, aftér a
violent crime occurs or & crime that is deemed by the Chief of Police and/or
designee to:.represent a: contlnumg threat to students staff, faculty, or visitors and
disseminate “timely warning” crime alert information within 24 to 48 hours
through the Pclice: Services web site and the Campus: e-mail system. Butletms
also include prevention information to assist members of our educational

community from becoming: a victim:of a similar crime. Bulletins shall inciude, but
are not limited to, those crimes that are listed in the Clery Act.”

Contra Costa Cammunity College 2009: “Itis the practice of CCCCD to have
the Police Chief, and/or designee, confer as necessary and-applicable with
administrators, legal counsel, ‘and surrounding law enforcement agencies, after a
violent crime occurs:or a crime that is-deemed by the Chief of Police andfor

designes to represent a contlnumg threat to:students: staff, faculty, or.visitors.and
disseminate “timely- warmng onme alert mformauon wnthm 24 to. 48 hours

also lnclude preventlon znfon'nat:on to assmt members of our eduoatronal
communcty from becoming a: wctlm of a s:mllar cnme Buﬁehns shall include, but

UA B:nmngham 2008: For the purposes of thrs policy, “t:mety manner” generail_y

‘means within 48 hours after an incident has been brought to the attention ¢f a
“campus security authority” as defined in:the Clery Act.
;Callfomia State Channel ts!ands 2009 “Onoe att the relatlve mf_Onha_t'r’on__i_s

;and un;que crime: probiems When these mcrdents occur Unwerslty Police: on
.occasion will post timely wamning notices describing recent ciime trénds or
:dangerous incndents It is our potrcy to post these notrces on the extenor doors of

and crime prevenhon reoommendat:ons Once alf the mformahon 8 received,
these notlces will typzcalty be: posted mmm 24 hours

Notices” descnb;ng reeent crime trends or dangerous mcrdents Itis.our pohcy to.

_post these nohces on the ktbsks and buitetlns tocated |n areas frequented by the

3mcudents and crime prevenhon reoommendatlons Once all relative mformatlon is

received, these notices will typically be posted within 24 hours.”

_Clark Untverstty 2008:* Every-attempt will be made to distribute the Timely
‘Waming within 12:hours of the times.the incidefits are reported however, the

release is subject to the availability of accurate facts concéming the:incident.”
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= Academy of Art University 2008: “The Academy of Art University will make a
timely "Wamlng Report" to the umpus commun'lt'y when a crimer occurs thet is:

48-72. hou;s from the date the cnme was reported

= New York Queens Coliege 2008 “Ttmely wamlng reports are made to the
occurred These warmnings are disseminated within 24 - 4 """ “hours from time. df
;reported crime - whenever anincidént occurs that presents on ongeing threat to
‘the:campus community.”

* University of Southern California, University of California Riverside and
Pepperdine University 2007: “At USC, UCR, and Pepperdine; the researcher
found that'the Departments of Public Safety or the UC Police Department weré in
-compliance with the information dissemination requlations associated with the
‘Clery Act. With regard to providing “timely warnings™to the campus community
rregardmg cnmes at USC and UCR students faculty and staff recewe electromc

rd
(Sarvenaz Al:ahadu Dcctoral Dlssertahon Unwersny of Southem Cal;fornla 2007
g Understandmg the effecis of the C!ery Act on Coﬂege Srudenrs Behewor How

48 noug of the time the mc:dent is repoﬁed hewever the refease of the crime _
-alertis subject to the availability of facts cancerning the incident.”

= Long Beach City College:2009: “Once all the relative information is received,
these notices will typically be posted within 24 hours.”

= Pasadena City College 2009: “Once all the relative informaticn is: received,
these notices will typically be posted within.24 hours

- Universlty of Nevada Las Vegas 2006 "In the event of a serious clime occurs

umversnty commumty wﬂh a tlmely nohce (24-48 hours of the remrted mc:den [

* Ohio State’s Agricultural Technical Institute at Wooster 2009: “Every attempt
will be made to _dls_tnbute:_t_he alert wqthm 12 hours of the time the incident is
reported, however, the release:is:subjectto the availability-of accurate facts
conceming the incident.”
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C.B.17 Virginia Tech's failure to issue timely wamings:of the serious and on-going
threat on Apnl 16 200? deprwed |ts students and employees of vrtal tn'ne-
provnde for their own safety In addltto'n' Vlrgrnxa Tech s falture to develop and
impiement an adequate and appropnate tlmety wammg policy and to even
dlsclosure requnrement Aoeordrngiy. Vrrglma Tech v:olated the Ctery Act and:
the Department's regulations.

Response:

Virginia Tech has overwhelmingly demonstrated that a finding by the DOE that there
was a txmety wamlng wolatron 1s not supported by the ewdence The-intent of tlmely

wamtng rs provrded at. best severat hours post tnmdent and normaily wrtmn 24 1o 48
‘hours.

However even if one: assumes the ‘ttmety wamang process was: appilcable then a
The Handbook for Campus Crime’ Reporfrhg, published in 2005 (Exhrbtt 4) is found in
;Chapter 5, page 62 in the sectlon entltled Makmg a Decrston to !ssue a T'me!y W&mmg

-by-case basls in Iight of a!i the facts surroundlng a crime, mcludtng factors such as the
‘nature of the crime,; the cantinuing danger to the:campus-community -and the possible -
risk of compromising law énforcement efforts.”

The.actions and the decisions made by the respondtng police agencies on April 16,
'200? were consistent wrth these gurdehnes The potentrat danger to the: campus

targeted violence. The: cnme soene was evaluated by expenenoed trained and
nationally accredited law enforcement professlonals from three. Junsdlctlons (VTPD,
Blacksburg Police Department and the Virginia State Police). The description of the.
crime scene for the purposes of this.response is limited to the comments found withif
‘the Review Panel Report: “the female victim was shotwith a young man in her room
under the circumstances found” and: “The last psrson known to be-with fernale victim:
was her boyfriend who owned a gun and cared greatly for het (Exhibit 13,p ages 79 and
80)." There were no reported: sightings of unusual activity on campus following the WA
shootlng a person of mterest was tdentlﬁed and his vehlcle was not.on campus and he
o_fﬁ_c_ra_ls_ _as eonveyed by a representatwe of the Virginia State Poltce that perpetrators
ofa homlcrde will place tlme and d|$tanoe between themselves and the locatlon of the
person of mterest had Ieft the campus and there was not an. ongomg threat. Thls was -
not the conclusion: of one:police department, but three independent agencies.
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The' Rewew Panel Report found this. assessment: to 'be reasonable gtven the facts
average. bemg 16 across 4 000 unwersmes and calleges and there had been onty one'
college campus mass murder in the past 40 years, the UnnrerS{ty of Texas Tower
incident. On'the moming of April 16, 2007 it was no more plausible or comprehensible
that the events to-follow at Norris Hall would occur than it was |magmable what was to
take place on the morning of September 11, 2001. The two events were uneguivocally
beyond the bounds of societal norms at the times thiey occurred. A criminal. had never
perpetrated-a mass shooting hours after committing a dlversronary or antecedent
homicide (Exhibit 13, page 80).

between 2001 and 2007 were re\newed There were ne sngnlﬁcant differences found
between how these police departments and institutions of higher education assessed :
and responded 1o an incident and the actions taken following the WAJ skoofings. A
qual;tahve review of the data reveals that with respect to providing information to the.
campus commumty Vrglma Tech pmwded not;ﬁcatlon :n many mstances in ashorter

Illustratlve examptes arer

» University of Portland May 2001: student killed in dorm during summer
session, e-mail sent'out that evening approximately 8 hours after thie incident.

» Tennessee State Umversrty 2005: shooting occurred.in: -evening, Mass e-mail
‘sent:to campus community the foitowmg rmorming -

= University of M!ssouri-f:olumbia January 2008: stabbing occuired in parking.
garage, “Clery: Release” provided next day, approximately 23 hours: later.

« University of South Florida February 2008.g raduate student shot at: night, ro
'communlty crime. atert |ssued
admlntstratlon sent e-mall next momlng to: college commumty

». Norfolk State University March 2007: student stabbed, campus community first
leams about the incident through the media, campus wide notification not issued
because it was considered an isolated event.

= University of Arizona- September 2007 student stabbed in resident hall,
iinformation posted on PD website at 8:59 a.m., incident discovered at 6:30 a.m.

« University of Memphis October 2007 student shot, Safety Alert issued the
next day.

An addmonat example the De!aware State Unlverstty tlmeilne reqmres a rnore |n

Tech shootlng two Delaware State etUdents were shot on the czmpus mail. The
headlme of the cbsnews com story dated September 22 2007 was, “Delaware State
reported at 12:54 a.m., by 2:11 a.m. university officials were meetlng to discuss the-
school's response and notices were:posted on the school web site-around 2:40 a.m.
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The Chair of the Virginia Tech Review Panel is: guoted as saying: "It appears Delaware
State responded to the crisis well.* The: time line-of Delaware. measured'in minutes, is
neary identical to that of Virginia Tech.

The guudance found: on page 62 of The Handbook for Campus Crime Repomng
published'in 2005 (Exhibit 4) further recommends: *... that the institution. fneets
beforehand with its security personnel and with Iocal and state law enforcement
authorities to.discuss what'is réasonable in terms of timely reporting of crimes.” The
VTPD as. reported in the:Review Panel Report (Exhibit 13, pages 11-13) has an
‘excellent: working relatzonship with the:régional offices of the state: police, FBI and the
ATF, This high leve! of cooperation was ‘confirmed by each of the federal, state, and

Iocal law enforcement agencnes that were mvoived on A;)nl 16 2007 Traanmg togeiher

when an emergency occurs and a hlghiy coordmated effort is: needed “This- wcu‘krng
relatlonshlp was in place following the WAJ shooting. It was the collective. knowledge:r
and experience of the résponding police departihents that assessed the crime scene

and evidence and determined that there was not an ongomg threat to the campus

The actions taken follow the: guidelines found on page 62 of the Handbook (Exhibit 4),
Making a Decision to-Issue a Timely Warning and were also consistent with procedures
and practices followed:at other colleges and universities when responding to'a
homicide,
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‘RESPONSE TO REQUIRED ACTIONS.

This section addresses the requests.of the DOE:in the Required Actions section of the-
program rewew V'rgmla Tech S polfaes end procedures met or exceeded the standard

Apﬂl 16 2007, Vtrgmla Tech has undertaken additlona! InltlatWES and enhancements to
its pO_II_CI_eS and proeedures pertaining to campus-safety.

Policies and Procedures Related to Timely Warnings in Effect on April 16, 2007

On Apnl 15 200? the umversﬂy 8 timely wamlng policy located it the VTPD's Campus

the unwers;ty ofa potenrfeﬂy dangemus srtuatron then the Vrrgtma Tech Pohce
Department should be notified. The police department will then prepare a
release and the information will be disseminated to all students, facully, and
staff and-{o the focal commumty

The policy in place on April 18; 2007 met the requireéments of 34 CFR 668.46(b){2)(})
(Exhibit 5), which states:"Po: licies for making timely-warning reports to:members of the
campus: communlty regarding the occurrence-of ¢rimies described in paragraph {c)(1) of
this section,“must be included in'the annual security repost.

U’nwers:t’y Pdl|cy 5615 Cam us Secun-f re\ﬂsn'.:n 3, dated I'h‘layr 7 2002 (Exhibtt 17)

like: to haghﬂght sectlon 2, "Pdtlcy, whtch states: the fe!lowmg

“REQUIRED.REPORTS: University Relations and:the University. Police will
make the campus community aware of crimes, which have ¢ccurred: and

" necessitate caution on the part of students and employees, in a timely fashion
and in stich a way as to aid in the prevention of similar cccurrences: The Chiefof
Police will be responsible for publishing anhuat statistics on the following crimes:
murder, rape, robbery, aggravated assault, burglary, and motor vehicle theft, as
well as the number of arrests for alcohol, drug, and weapons violations.”

Related University Policies and Procedures in Effect-on: April 16, 2007
in-addition to-the university's timely waming policies.and procedures which.have been a:

focus of the DOE’s program review, the following relevant umversrty policies were also
inptace on April 16, 2007
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Unrversrty'ﬁo'tlcy 5616 Camgus and Work_g_ace V’oienCe vaenaon Policy, reviS'ibfh'.'L.

response to the Program Rewew Report because it documents that ﬁrearrns were
banned from campus:an:April 16, 2007.

Response Ptan, revision: 3 0, dated Mazrrr 20‘35 (Exhrbrt 18) Caretut consrderatron _
should be given to the “Emergency Operations Command Structure” section begifining
onpage: 5, which includes an incident command-structure that supported the utilization
- of the Policy Group on April 18, 2007

_Uni'\rersity's Response on April 16, 2007

'the VTPD as well as: other unwersrty functronai units.via a series.of telephone calis A
poltce Iranson ;orned the meetmg m person at9: 25 a. m A togrcal and reasonable

becurred at WAJ
The F’oi'rcy Group and 'the'VTPD 'fo!lowed Unrversrty Policy 5615: Car'mpds Se'cunty

mornlng of Apnl 16 2007:

President

Executive Vice President Chief Operating Officer
University Provost and-Vice President for Academic Affairs
Associate Vice: President, University Relations

Vice Provost, Academic Affairs

Vice President; Student Affairs

General Counsel, Advisor

Support Staff (admtn:stratwe)

This membership is clearly sutlined on page 6 of the: Emergency Response Plan
(Exhlbrt 18). Additional members of the Palicy Group:that moming included the
Executive Director of Government Relations, who reports directly to the. President and
‘was invited to the meet:ng by the: Presudent The Dlrector of News and tnfermatson was:

Nut in attendance that morming were the: followmg
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s Vice President, Business Affairs. (position was in the process of being fifled arid"
was renamed “Vice President for Administrative-Services®)
+ Vice President; information Technotogy {Vice President was travehng)

The attached university organizational chart (Exhibit 23) from March 2007 outlines the
reporting structure 6f members of the Policy. Group on April 16,:2007, as well as the
oversight areas of the various members-of the Group.

The VTPD was managed by 'the Chlef of 'Pohce and cons_l_st_ed of 40 swom ofﬁcer
adminlstratlve staff. On the mormng of April 16,2007, ‘the crime scene was evatuated
by experienced, trained.and nationally accredited law enforcement. professionals from

three Junsdlctlons (VT PD, Blacksburg Police Department and the Virginis State: Police).
Changes to Timely Waming Policles Post April 16; 2007

The Campus Security Report and.annual Clery compliance document has been
modlﬁed in eae_h_of the Iast 2 catendar years 1o incorporate- changes assoolated with the
(publtshed in 2008) wo rdmg was: added to mcIude Umversﬂy Relattons asa prowder of
the "timely warming" and language was added mcorporabng the “VT Alerts" as'a method
of notification; 1n the 2008 Annual Report: (published in 2009}, the terminology of
“immediate Notrﬁ:cat:on“ was added to the waming information. The language added
was: "The Oﬁice of Untverssty Relahons andfor VTPD mit notlfy the campus; commuruty
othe: acttert'on the part of students employees and campus visitors. The campus
-communtty wﬂl be 1mmedtateiy nohﬁed upon. cenﬁrmatuon of: a mgmﬁcant emergency or
employees ocourring on campus unless. the notification watt compromise efforts to.
contaln the emergency" Addltlonat metheds for nouﬁcatlon are: aJso prowded mctudmg

rumversrty websue not:ces
Timely Warnings Issued by Virginia Tech during 2007, 2008 and 2009
Attached hereto {Exhibit 24) are copies of all imely wamings that were issued by

Virginia Tech during.2007, 2008 and 2003. All wamings were:sent to. the entire
university community electronically.
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[UNIVERSITY INITIATIVES AND ENHANCEMENTS POST APRIL 16,2007

In response to the tragic events on the Virginia Tech.campus on Monday, April 16,
2007,-President Charles W. Stéger appointed the following internal review groups:

1. ecugy Infrastructure:  this group was chaired by the Executive Vice President:
and Chief Operating Officer ‘and ‘was charged with examining the: university's
exlshng security systems and recommendlng changes that'would -enhance the
university’s ability to respond quackiy and effectively in situations where. the
safety of the campus communaty is ;eopardrzed The group was also. dlrected to

2. Inforration and Communications infrastructure: this group was chaired by the
Vice-President for Information Technology and Chief Infortnation Officer and was:
charged with provudtng a mmprehenswe ln'\.rentoryr and analysrs of the

of- Apnl 16 2007 as well as the response and’ recovery time: period. The group
considered the resources depended upon by emergency responders,
investigating law enforcement officers, university officials, media, facuity, staff,

stidents, and families of the: :university community; -and

3. Intetface. Between Virginia Tech Counseling Service, Academic Affairs, Judicial

Aﬁ‘arrs and egal Systems: thts group was charred by the former Dean of the

the exlstlng systems between V‘:rg:nla Tech Counsellng Senﬂce Academm
Affairs, Judiciat Affairs and Legal Systems and the inferface between them, as
well as determining what constraints legal and otherwise harmper effectlve
interaction among these areas.

Each of the three groups: developed recommendations for how existing university
policies, prooedures and systems could be improved and/or enhanced. Following this
iinternal rewew the Pre5|dent directed. the development of a mamx lmking

its: November 2007 meetlng Follow:ng the November presentation to the Board the
Policy Group reviewed :and ranked the recommendations -and initiatives and then
developed cost estimates and an implementation timeline. in total, there. were
: approxumately 400 recommendations, which were grouped into 33 major .initiatives
areas. Even as recommendations were being evaluated, the university began
implementation of some recommendations as early as Summer 2007, A presentation
(Exhibit 25) was givén to.the university community on March 19, 2008,-which provided
information on- how the recommendations were evaluated and consrdered The

Progress Report presented to the Board on November 2, 2008, as well as a listing of
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recommendations by initiative (:EXhi'bi_ts;-ZG;and’ZT.)j are attached as exhibits. The Vice
Presidents with oversight for the areas with recommendations. were responsible for
ensuring implementatron of the mltlatlves for each of thelr respechve areas. 1n

-estahieshed by umversnty pollcy in: March 2009 The umversuy prowdes penodtc: reports
to.the Board on emergency management the annual Clery Report-and the new Higher
Educatlon Opportumty Act reporhng requ1rements Cook Counselmg Center, threat

programs
Policing and Campus Safety Initiatives

The following section will’ specuﬁcally discuss. several of the ‘major improvements to
Vlrglnla Tech's: notification: systems, physical and: organlzahonal infrastructure, -policies,
and the coordination of student service offices and :associated procedures that respond
to- concerns expressed by the DOE in its program review. As noted above, necessary
funds were allocated to the priority initiatives. Orgamzahonai changes that occurred, as
well as training programs that have been delivered, are also discussed below.

emergency nobﬁcatzon system protocois

Modifications to University-wide Safety and Security Policies

_uni_ufers'ity _quigy;5615# Umbrella Safety-and Security Po.fiqy

Unwerslty Polncy 5615 was renamed from Campus Secunry to Umversrty Safery and
Security (Exhibit 29);, and major changes were.made to provide a comprehensive and
overarching campus safety and security pohcy that provides oversight and coordination
forali campus policies and committees responsible for.safety:and physical security. A
section on responsibilities of authorities was added, as well as language providing for
the establishment of a Safety and:Security Policy. Committee appointed by the
Prasident, An overview of retated safety, secunty and violence prevention policies,
plans, and programs is now provided, as well as procedures for reporting. Finally, the
policy includes provisions that'comply with various federal and state laws, regulations
and palicies. !t should also be noted that revisions were madeto Policy 5615 in
September 2007 before the umbreifa safety and security policy was created. Relevant
changes made.in - September 2007 include: (1) the updating of the title of the Campus
Awareness and Campus Secutity Act of 1990 to the Jeanne Clery Disclosure:of
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Campus. Security Policy and Campus Crime Statistics Act, (2) access to residence halls
was change to card access af ali times, and (3) a section was added to the polrcy on:
reporting crimes conﬁdentrally and anonymously.

University Safety and Security Policy Cominittee

In January 2009, the President established the- Umversrty Safety and Secunty Polrcy
-Committee referenced in the: previous paragraph This Commitiee is ‘an operational
comm&ttee ser\nng as Ihe coordinatmg and potlcy body responslble for overarchlng

the Commlttee and in his absenoe the Vlce Presrdent for Admmtstratnre Semces
-serves as-Chair, The following: positions serve on the. Comm:ttee

- President

- Senior Vice Presidént and:Provost

- Vice President for Administrative Services:
Vice President. and Dean for Undergraduate Education

- Vice President for Development and University Relations
\f;ce Pre5|dentfor Frnance and Chref Fmancxal Dﬂieer

Chief of Pohce

Director of Emergency Management

Associate Vice President for University. Relations
. Director of News. and: information

-Chief of Staff, President’s Office

Executive Director of Government Relations

University Legal Counsel, Advisor
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At its November 2009 meeting, the Virginia Polytechnic Institute-and State University
Board of Visitors ratlﬁed a reselubon’ approvmg’ the Vlrgima'“redh Safety and Security

-+ Reviewing, evaluating, and determining requirements coneemmg safety -and
security assessments, plans, programs, and: education, including changes that
may afféct the quality of the university's living, leaming and working environment;

« Overseeing reviews of the university's assessment of vulnerabilities, hazards and
risks related to the safety and security of individuals. and the physical campus;,
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Ensuring that sufficient.university resoiirces and-funding-are avaitable to perform
necessary emergency management, safsty, and security functions, and that:

these resources:are congistent with antxc:pated regulatory changes;

QOverseeing. the education and prevention of violénce on campus in accordance
:wrth Sec’uon 23-9 2: 10 of Code of Vrglnia mcludmg (@ i) creatlon of unwersnty

educatlon and guldanoe regarding recogmhon and reportmg of mdmduals whose

behavior may pose a threat, assessment of such-individuals and means of action
to resolve potential threats;

ilmphcatlﬂns for emergancy management safety and secunty mcludtng but not
limited to facilities use, sponsarshlp of entertainment: and events, threatening or

intimidating conduct, facilities access contral; environmental heaﬂth and safety
atd violence preventmn

Reviewing and establishing-guidelines and standards for departmental

‘emergency respanse-and cantinuity of operations plans;

[Evaluating the effectiveness of: the university’s safety and. security plans:and
programs;: -and

‘Advising the President ori saféty and security issues.

Campus Viclence Prevention Committee

Prior to:April 16, 2007, in: June:2005, the’ Virginia- Polytechnic Insfitute and State
University Board of Visitors approved Policy 5616: Campus and Workplace Violence
Prevention Pohcy (Exhibit 31) and in July 2005 a Campus Workplace Violence team
was subsequently established. The Committee is.currently chaired by the Deputy Chief
of F'oilce as destgnated b‘y'the Vics Pre5|dent for Admmistratwe Semces Members are

Deputy Chief of Police (chair)

Director, Emergency Management

Dlrector Remdence Llfe

Dlrector Coak,Counselmg_ Center

Assistant Provost '

Director; Compliance & Conflict Resolution
Associate Vice President, Human Resources
Co-Director, Virginia: Tech’s Women's Center
Office of the Graduate Student Ombudsperson
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Assistant Dean of Students

Facuity Senate designee

Staff Senate President

Student-Government Association Vice President

Graduate Student Assembly répresentative

Director, Converged Technologies for Security, Safety-and Resilience

Associate University Co_u_nsel Advisor

e e v

. -Conductlng an annual rewew to |dent1fy potentlal or ex:stlng nsks mc!udmg

g:;u:tnntles or !ocatmns,

.. Recommendlng and implementing employee and student awareness and training.
programs.on campus:-and workplace viclence;.

+ Implementing plans and protocols for responding 1o credible threats and acts of
violence: (cnsns management plan);

» Reviewing and developing threat assessment and response policies and
procedures,

= Reviewing periodic summaty reports from Student Affairs; Campus Police,
‘Human Resources, and other offices;.

» Communicating internally with empioyees and students; and

) Evaluatmg the effectweness of the university's workplace/campus violence

team. Sinoe Virglma Tech had created the Campus and Workplace Violence

Prevention and Risk Assessment Committee in 2005, :and a Threat Assessment Team
was appointed in December 2007, the Virginia Polytechnic Institute :and State University
Board of Visitors approved a resolution affirming the creation and continued operation of
the two groups. at its June 2008 meeting (Exhibit 32).

Other modifications (o Polu:.y‘r 5616 (Exhibit 31} since. April 18, 2007 include the

prohibition of weapons section was clarified by including reference to dining facilities,
‘and the responsibilities of the new: Office of Emergency Management were gdded.
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‘Establishment of a University Emergency Management and Risk Assessment
Commifice

Consistent with  the provisions of the. university’s Safety and Secunty Policy 5615
(Exhibit 29), the Emergency Management and Risk Assessment Committee is an
operational committes, appomted by the Vice Prasident for Administrative Services in.
Apni 2009, and reporting to the Unwersrty Safety and Security Policy Committee. it is-
responsmfe for oversight of emergency management and risk assessment: actlwhes_
programs and initiatives. The Committee continually- evaluates the needs of the
Eunwersnty and develops appropnate plannlng, programmat;c response and mmgahon'

+ Director, Office of Emergency Managemsnt {chair)
- Assistant Vice Presidént and Chief of Staff, Administrative Services
» Chief, Blacksburg Fire Department
. Facuity representative, Biological Sciences Department
Director of Special lnmatlves College of Vetermary Medicine:
- President, ‘Staff Senate
Associate Dean and Chief of Staff, College of Engineenng
Director, Risk Management.
‘Assaciate:Vice President, Humari Resources
_-Preszdent V’rrglma Tech Corporate Research Center

. ’Captaln Vrrgtnla Tech Rescue Squad
Blacksburg Town Manager or desrgnee
Emergency Servrees Coondlnator Montgomery County 7
Emergency Management Specialist, Di vision of Student Affairs’
Director, Housang anlenlng Services

Associate Drrector Athieucs

Representative from the VTPD

Director, Convergéd Technologies for Security, Safety and Resilience
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The committee was specifically charged to evaluate the .emergency managément needs
of the university; develop appropriate plannmg. programmatic response and mitigation
strategies: designed to reduce risks; and improve the disaster resiliency of Virginia Fech.
The commitiee will serve as a conduit; bring forward the needs: and concerns of the

. University community as well as disseminating information and. fostering :a culture of:
emergency preparedness. Committee responsibilities include;
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+  Provide oversight, coordination, & leadership for risk assessments and promotion.
of activities:& services that reduce or efiminate risks..

» Prepare the univérsity through emergericy planning efforts, training and
exercises;

+- Advise the Vice President for Administrative: Services.on emergency
management programs policies; and organizations; and

S_ecl_.l___nty Pollcy Committee
Notification Systems and Information Technology

Virginia Tech has several:methods o coritact community members with urgent
information, including campus-wide e-mail, the- university homepage etectronic
‘message boards in ¢lassrooms, VT Alerts, outdoor sirens-and loudspeakers, a- recorded
hotline, the university switchbioard, the. campus phone mail system and the public
media: The foliowing will bneﬂy discuss the methods. that have been |mplemented since
April 16,2007,

Virginia Tech's new and expanded Emergenicy Notification System was launched in
2008. itallows the university to'deliver-messages using the following channels during
arca'mpus_amergenqy;

1. The Virginia Tech homepage (www.vt.edu}
. Broadcast e-mails to all vt.edu accounts

3. Electronic méssage beards in classrooms
. VT Phone Alerts

7. Campu_s, sirens.and Igudsge_akers_
8. The university switchboard

B OS th B B
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VT Phone Alerts is a subiscriber-only feature‘of VT Alerts that allaws members of the
Lniversity' community to receive urgent: notifications where-and how: they want, even if
the individual is away from a computer or- university phorie. Members:are altowed to
select up to three contact methods.
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EIn August 2009 Vlrglnla Teeh further enhanced lts emergency nahﬁcat:on system wsth

:mstalled the system will monltor \ﬁrglnla Tech s emergency nonﬁcahon system When
an :mportant message IS posted the desktop apphcahOn wﬂl acuvate and notliy the user

chck he “D;smlss butten to return to a normal screen When the wmdow is closed the
VT Desktop Alerts appllcatron in the taskbar wﬂ[ ccntlnue t_ehlmk or otherwuse lndlc:ater
requlres an actwe ;ntemet connection to work propeny The message in the window: will
.be consisterit-with notices posted to the other channels that ¢omprise: VT Alerts Vlrgema
Tech's emergency notification: system.

The fol!owmg Unaversﬂy ofﬁc&als have been. assigned the authority by the
PreSIdent of the. Unwersuty to authc-nze emergency notifications to provide

University President
Virginia Tech Police Chief
VTPD Senior Officer on Duty.
Director of Emergency Management
Vice President for Administrative Services
The following university official(s), if they are directfy involved with the
amergency response for a safety-and-secunfty incident at VT
o Associate Vice President for Facilities
o Director of Schiffert Health: Ceriter
o Director of Environmental Healfh.and Safety’

Thes'e po'sutmns will be: eollecﬁvely referred fo as: “Respon‘si_bie‘- University

At all times in these Protocols; reference to any position at the University
.shall be-understood, in the absence of the referenced.individual, to include
designees. '
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In total, over 30 posmons can phys:cally send messages All dlspatchers i the pehce

of Emergency Management and staff in the' Voe Prestdent for Admmlsh-atwe Services:
‘office.

;Pre-wrigen message

Jnformatron for each emergency sﬂuatien All messages wﬂ[ contaln at mlnlmum the
following: information, in this order:

1. Nature of the incident
2. Locatiory
3. Actions to be taken by affected populations:

Ele¢tronic Message Boards

The university has installed electronic: message boards in all generai asmgnment
classrooms, and is in the process. of installing electronic: message boards in semi-public
areas throughiout campus. When an. |mportant message is posted to the electranic
message boards; a brief audible tone.is heard:to aert those.in' the. classroom that a
message will appear. When notin use, the message boards display the: current date’
and time. The message' board is plctwed beiow:
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‘Outdgor Sirens:

Prior to Apn! 16, 2007, the sirén system was never meantto be used as a componentof
‘emergency notifications or timely: wamings. The siren system was initially developed to
-aid in-notifying the tiniversity community about severe weathér @ndfor natural disasters:
On April 18, the university was. still in the. process of installing six outdoor lougspeakers
to make emergency announcements Four had been mstalled and were used on Apnl

located outside for. any type of wamzng The fundamental message lhat is bemg
communicated to the university community during emergency training is to-"seek
shelter, seek information”.

surreundlng its Emergency Notqﬁcatlon System that has miiltl- channel commumcat[on
¢apabilities. The purpose of the guidetines is to.establish.the process: for activating the
“Virginia Tech ENS protocols wheri a threat or emergency ‘situation is reported to the
VTPD or to-another Responsible University Authority operating within their direct aréa of
responsibility and directly involved with the emergency response fora

safety-and- secunty incident at Virginia Tech. Authorizing decision-making.at the
operational response level enables: Virginia Tech to disseminate: rapid and responsible-
emergency information to the. campus. population The protocols provide operational
guidelines for issuing emergency messages via Virginia Tech ENS. The protocols are
|ntegrated wnth and- sup'p‘fe'ment the Vtrg;ma Tech Emergency Response Plan The

communlcatlons and mformatlon systems ‘The Worklng Group engaged aver 80
professionals and faculty fram Information Technology, law-enforcement and university
admmlstrahon and researched 14 ma}or unrverStty and reglonal systems The Working

commumcatrons elements.for mumpie areas :nctudlng but not hmlted to:
+ Emergency radio communication systems;

* Relevantiocal 911 systems;
=« Campus and regional data cammunications systems; and
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» Cellular and traditionat telephone service utilization and performance.

Physical Infrastructure

A number of changes were made fo the university's: physical infrastructure immediately
following April 16, 2007, lncludmg

All classrooms and teaching labs can now be secured from the inside. Entrance and
exit hardware were:also changed so doors cannot be chained or barricaded.
_Addmonaliy policy changes have occurred to make electronic accass systems uniform
in.all campus buildings for security and first responder access.

‘Beginning in- August 2007, all.exterior residetice haii doors: ate locked seven days:a
;week 24 hours:a day Hall. resndents may’ acoess thesr own buﬂd;ngs by : smplng their. ID
_esccrted guests are admltted F'nor ko th:s hme the reSIdence halis were open dunng
the day and.card access utilized eniy at night. Security guards are used at night to
check for propped doors’in the residence halls and also observe subjects who may be
trying to enter after a resident activates the exterior door.

Securing Student Mail Rooms

There are forty-four student hc:usmg famltues on campus which house 9 000 students.
iwhtch are managed and mamtalned by a8 r;antrai ofﬁce Pnor to Apnl 16 2007 student
housing facilities were tymcaﬂy locked between the hours of 10:00 p.m. and 10:00 a.m.
dafly, During all other times, the buiidings were unlocked and fully accessible.. Now all
residence halls are locked twenty four hours a day, seven days a week, and are
accessible only through card acceéss. Further, to limit.access to. the building-envelope-in
building students do not reside, the door access system throughout residence halls has:
been enhanced. Through bu;ld:ng and. system modifications, mcludlng wall and doar-
additions; students’ aceess. in residence halls in which they do:not reside is now limited
“to public spaces only.

_Emergency Safety Posters

So that students, faculty and staff know how to regspond dunng an emergency,
emergency notification posters (Exhibit 34) have beeri placed in all classrooms on
campus, as well as other high-traffic areas on campus: Residential Programs created a
similaremergency safaty poster (Exhibit 35).that was customzzed for placement:in-all
residence halls with protocols: unique to residence life.
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Bi.u’e--;,-ight Phones

f'Sixty-ﬁ\'fe emergency telephones, “Blue Lights,” are. strategically: located throughout
‘campus to allow’ immediate access to a Virginia Tech- Communications Officar; 13 of
these were added since 2007.

Several VIPD initiatives have further enhanced the safety security, and response
capabmtles of the. unwersﬂy mc!uding

» VTPD obfained.and installed new radio conscles for the communications center
that allow better lnterOperabmty between VTPD and local law: enforcement
. agencies.

« A Mobile Command Vehicle has been purchased by the VIPD and may be
deployed during any incident: demanding the establishment of a command post in
proximity to the oécurrence of such an event. It is desngned to supplement
emergency opérations in-high service: demand locations during critical incidents
to allow for more efficient and effective t:IeIlwenjr .of emergency services. The
overall objective is to incréase public safety authority visibitity, provide a
centralized location to conduct incident related activities while remaining in the
field, and serve as a command center-during such occurrences.

-Organizational Infrastructure

After April 16, 2007, a numbér of organizational changes were made so that all safety
.and physwal secunty funchons report toa smgle vice presuient The pol:ce and

student group, now re_ports dlrectiy to the VTPD

In terms of organizational changes to the VTPD, eight additional swomn officer positions
have been: created mcludmg a Deputy Ch:ef and Dlrector of Threat Management
:nvestlgatlons four officers for patroi as: well asan addrtlonal admlmstratrve posmon
Buuidlng entry tools were plaoed in pollce vehxc!es in addmon bolt cutters: were ptaced

Prlvacy Act {FERPA) and Clery Whlle the VTPD had been oonducnng active shooter
training, a department member was trained and certified as an active shooter instructor.
in 2008, -an explosive détection canine was added toithe police department. After
training, and certification through the Virginia State Police, Boomer began seivice in the
fall. Infall 2007, the VTPD created the Spec:ahzed Patrol Unit. This unit operates,
maginly on: blcycles and electric:vehicles, to.increase:police presence in highly populated.
areas and in academic buildings. The communication center was reorganized to
include: (he addition of a third dispatch workstation and-an upgrade to the radio consoles

PRCN 200810326735 Page 61



and computers. In March 2010, the’ ‘police. department went:on-line with-a new E-911
;phone system which allows for one touch access to local law: enforcement and: medical
services. The communication staff has been’ mcreased by éne dispatcher and one
dispatch supervisor to-ensure adequate coverage during crisis situations. As noted
previously, the Chief is now & memiber of the University Safety and Secunty Policy
‘Committee. Finally, the:mission statement of the poiice department was. ‘changed at the
recommendation of the: Review Panel’ Report

The:Department of Emergency Management was created in. November 2008.  This
relatively new department oversees.emergency. p!annmg and preparedness at Virginia
Tech. The Director is responsibleé for anall-hazard. -approach to.the coordination ‘and
management of risk-assessmenit, emergency management, disaster planning and
‘continity of operations planning.. The Director works closely with:the Chief of Police to
.coordinate safety pohmes for:the university.

Regionai 911:-Center
The towns of Blacksburg and Chnshansburg Montgomery County and Vlrginla Tech-

Commumcatlons Regional authonty for the purpose of prowdlng a consolldated system
;for 9—1 1 emergency calls and oommumcatuons that w:il lmprove response*tlme, quai:ty

feasrbuny of estabhshtng a 101nt reglona! 911 d:spatch “center. The final report’
recommended: the establishment of a regional center under an independent. Authority.
Legislation was: introduced and passed by the House and Senate during the 2010
General Assembly ‘session to estabhsh the regmnal 911 Authonty A worklng group is
:of the- Authonty Concurrenﬂy, a Request for Propasals (RFP} . has been lssued seekmg
an individual or firm to. assist in creating the necessary business processes and
practices to form the Authority, This is a multiyear initiative- mvolvmg local, state, and
federal agencies that will significantly enhance the quality of service provided to all
‘residents of Montgomery County, including V:rglma Tech.

Crisis Intervention Programs

In September 2007, the university’s proposal entitled, “Assessing and Responding to At-
Risk Behaviors in a Higher Education: Setting: A Virginia Tach Demonstration Project, g
‘was approved by the US Departient of Education, Office of Safe and Drug Free
Schools. The project focused on the development of “a model for identifying,

assessing, -and responding to students, faculty, and staff whose behaviors: might
indicate that they might be at risk far perpetrating violence." Another project goal was to
provide case management and services coordination for at-risk students and
employees; three case manager positions were established. with resources provided by
university funds and resources prowded by the DOE grant. The case management
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function, which has now been fully adopted.and integrated wittiin Student Affairs and
Human Resources; is described below.
‘Case Management Services

'Tearn or'seen by Coek Counseimg Two case manager posmons tor students were
added to Cook Counseling and the Dean of Students:Office. One case
;managerfcounselor pesrtlon for: employees was added as part of the enhanced

Threat Assessment Team by followmg :u;a on the case management plan developed by
*the Threat Assessmerit Team, which increases the capability for early intervention-and
prevention.

In.addition to the Threat:Assessment Team, case management occurs at other points
i_throughout the unwersny as apprepnate Human Resources ﬂte hub fdr ernployee

,appropnate Case managernent capaetty on campus has beeri: expanded to. ensure
services are available to students in need. Three new case managers and three new
.counselors have been hired. Policies and:procedures have been reviewed, revised and
developed to ensure: appropriate mental heatth treatment:

Enhanced communication between Cook Counseling Center, the VTPD and Residence
Ltfe staff with regard to students in; cn'ms is a 'pnonty - The police department notifies the

Notifi catten is also made to the parents for tnstances invotving a mental heatth
.commitment.

The police department has strengthened its communication with other key: stakeholders
on campus, In 2007, a member of the police department was added as a. ‘permanent
member of the Care Team. This allows the police department to. obtain information
about students that have niot reached _the_ threshold for the Threat Assessrment Team,
but are m crisis. The workmg retatnonshup between the polit:e department and the

women, mcludmg s_exuai assault. _ Thts_partnershlp strengthens ‘the relattonshlp and
allows for more efficient flow of information between the two groups.
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Emp!eyee Assisftance.Prqgram, 5bez'_f:y'434.5

.....

personal problems and aiiows supennsory or mandated refefrals ora ﬁtness for duty
.evafuatlon where work-related probiems are senous and perslstent In extreme cases

essentlal job’ functuons The Emptoyee Assistance Program will facilitate the evaluatlon_
‘and consult with-medical or psychoiogical professionals to deterriine an appropriate
course of action. This type:of referral may be considered wtien an employee is-unable
1o perfonn essential duties of the job,; d15plays behavior that may pose a hazard orinsk
to themselves or others, exhibits emotional or psychoioglcal behavior that hias the
,potentuai 1o endanger the safety-and secunty of persons or property or creates serious.
disruption in the: workplace If the situation is ¢ritical, dangerous, or so severe that
immediate action is necessaty, the supervisor must immediately contact Human
Resouroes lhe campus pohr.:e or both. Where clrcumstances warrant the

‘which may requ_t_re a ﬁtnes.s—_for-dutyfnsk evaluahon

-Enhancemenfs to the Employee Assistance Program

Empl‘oyee‘ Advantage program that prowdes free conﬁdentlal counselsng for Vrgmra
Tech employees and their family members, regardless of health insurance status, to
addrass both personal issues as well as jOb -related problems. The emphasis:of
Employee Advantage counselang services is to help ‘employees and-family members
find solutions that will enable individuals to cope with: prablems; and achieve optimal
weliness. The new program prowdes access to counseling to Vlrglma Tech employees
who are not covered under the state’s health insurance plan.

Establishmenit of a University Threat Assessment Team

Memorandum 251 in January 2003 (Exhlblt 3?) to formaily establish Vrglnsa Techs
Threat Assessment Team and specﬁ'y the charge and initial membership. The initial
_rnembers of the unfvermty s threat-assassment team included the following positions:

Chief-of Police {Team Chair)
Dean of Students ,
Human Resources Representative
Student Affairs. Representative
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Clinical Psychologist Representative
Academic Affairs Réprésentatlve
Legai. Counsel Representatwe Advisor
Student Affairs Representative

'Team me unwers:ty reglstrar and & senior facuity membertadmlmstrator

The Threat Assessment Téam serves both students and employees and is:charged with
the task of convemng, assessmg the sﬂuateon at hand and takmg 1mmed|ate;

mdmduals Not all cases come: to the Team by way of Human Resources oF the Dean
of Studants Office.

Student Affairs

In terms of changes to student affairs, the:interface Between Virginia Tech-Counseling
Service, Academic Affairs, Judicial Affairs and Legal Systems: Worklng Group-focused
pnmanly on (1) reparting and-helping distressed students and (2) engaging and
.assisting students, Most notably: .

» The Dean of Students Office maintains a comprehensive database on distressed
students;

» Procedures: and mechanisms are in place for faculty to-report troubled students
to the Dean of Students Office;

» Coordination has.been established betweeri the Cook Counseling Center: and the

Community Services: Board for the treatment.and monitoring of students who are
issued Teémporary Detaining Orders;

:clarlﬁed

« Workshops have been held for faculty on responding to disturbing student writing
‘and behavior; and

+ Care team membership:and protocol has been revised.
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Changes:fo _Un_iversily- Poiicies for Student Life

of \rsrtors approved two resolutions modrfylng Unwerslty Pohcres for Student ere
(Exhibit 38), more specificaily::

Intefin Suspensron Pol_g{ The resalution modrfyrng this poltcy {Exhibit 39) gives the
_,unwersrty authonty to rmmedrately remove students who may pose a nsk to the safety of

-revrew of the rntenm suspensmn decrsron Language regard:ng medical wnhdrawal and
_ban-from campus (othaer than from residential facilities) was removed from the policy,
because these: types of removal are not part. of the intenm suspension process.

Weggons Policy: The reselution modifying this policy {Exhibit 40) already stated that
unauthorized stordge; possession, and/or use of weapons is prohibited. on unwersrty
property. ' The resoliition strengthened the fanguage prohibiting weapons on campus by
‘also prohibiting ammunition in campus residential facilities,

Education and tnvolvement

Response Team (CCERT) class is a partnershrp between the Oﬁice ef Emergency
Managemerit anid the VTPD. Becoming a member of a Virginia Tech CCERT team.
enables community members. to obtain the ability to respond to disasters:at school, in
the community.2nd at home. Classes include Terrorism, Disaster Psychology, Medical
Operatrons Fire: Frghtlng, Search & Rescue, and more. The initial training was.
conducted in spring 2010 with 35: parhcrpants Additional classes will be heid in May.
and June of 2010,

An emergency: preparedness educational fiyer was developed and distributed
throughout: campus The brachure prowdes basic: rnfon'natron on: what to do in eventof

earthquake explosaon power outage or. chemlcal sprll A campus notlce was also sent
to.the comimunity-about the Threat Assessment Tearn in 2009 educating them about
suspicious: behav:ors how to report.concerns and available on campus resources.

In 2008 the polrce department rnade available and advertised on-irne emergency

terrorlst attach and susprcrous paekages !n addition, as of fall: 2009, alt lncoming
freshmen are requrred to watch a PowerPoint presentatren with emergency tips relating
to:fire, susprcious persons, the siren system, bomb threats, and-hazardous materials,

The preeentatron also contarns mfnrmation .on the annual cime statistics-and how to
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in August 2009, the VTPD: hired an Assistant'Chief of Police and Director of Threat
Management Serwces The new Asmstant Chiefis a Iloensed psyohoioglst. a oertlfied_
,supplemented the Threat Management 'Team with & Victim Semoes Spemal Project
Coordinator in-summer 2009, with funding provided by grants frém: the DOE and the
Department of Justlce ‘The Assrstant Chlef of Po_l_l_oe and Dsrector of Threat
conducted 25 mformahon!tralmng sessmns to campus constltuents vath a total-of 954
participants, between August 2009 @nd April 2010.

The following: table provides a I,i'st'ing: of VTPD training since sping 2007:

Active-Shooter for Dispatchers
Active Shooter {conducted annuallyy
Advanced Crisis Intervention
Advanced Hostage Negotiator Training
;Advanoed Law Enforoement Rapid Response instructor
Best: Practlces in Campus
Clery Training
.Crisis Intervention
Crigis Intefvention for Dispatchers
Crisis Negotiator Training
Homicide Investigation
‘Hostage Dlspatch"Tramlng
Threat Assessment Tralning
Threat Assessment/Management

Basic Forensic Evidence

Tactical Command Training
‘Threat Assessments for Large Facilities
‘Virginia State Police Basic Invesbgahons

The university has aiso contracted with D: Stafford and Associates to provide a two-day
-advanced Clery Act training class-far Virginia Tech.pérsonnel in June 2010.
Addltlonany D. Stafford and Assocnafes will conduct-an audit of the VTPD in July 2010,

;’universnty 5 eompinanoe dooument and verify thatthe requlred :nformatlon is
_contatned within the decument.

On-Site Review. of Meth ' ol ! and Process for Com : ivmg wuth the; Clerv Aot

0verall compilanoe with the Giery Act. The assessment will mclude mtennews
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with key.staff members in.areas such as: the public safety/police department,
judicial affairs 'office; office of the: general counsel and/or other offices on campus
involved in'the comphance pracess.

Incident Report/Records Review: -the consultant will review the Televant fécords
or incident reports for 2008 that were generated by the university related to the
crime statistics-that the institution is. required to report in-their annual security
report.

+ Incident: RegortfRecord Review: Drug, Liguor and Weapons Violations: the
consultant wilk remew the relevant records or incident repom for 2008 that were

g quar and weapons law violations that the:
institution is requlred to: report:mf'&:e:r anriual security repart.
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EXHIBITS

1 Letter from.Delores A.. Stafford to Michael J. Muilhare; P.E., Director of
the: V‘rgmsa Tech Office of Emergency Management, dated Aprii 6,
2010

2 Federal Reglster, 59 FR 22314-01, Rules and Regulations Department
of Education 34 CFR Part 668, RiN 1840-ABQB Student Assistance
General Prowsnons Carnpus Safety, dated Friday; Apnl 29, 1994

3 74 FR:55902-01, Rules and Regulations. Department of Education,
[Docket 1D ED- ZOOQ-OPE-OUOS] 34.CFR Parts 680, 668, 675, 686,
630; and 692, RIN 1840-AC9S, General and Non-Loan Programmatic:
issues dated Thursday, October 29, 2009

4 The Handbook for Campus Cnime Reporting; U.S. Department: of
Education, Office of Postsecondary Education, 2005

5 34 CFR 868.46, Code of Federal Regulations, Title 34, Education,
Subtitie B: Regulations of the Offices of the Departmént of Education,
Chapter V1. Office of Postsecondary Education,. Department of
Edication, Part 668Student Assistance General Provisions, Subpart D.
Institutionaf and Financial Assistance Information for Students, 668,46
Institutional security policies and crime statistics, effective untif July 1,
2010;

Code of Federal Reguiatlons '_r_l_t_le_ 34 Educat!on Subtltle B

Ofﬁce of Pestsecondary Education ‘Department of Educat;cm Part
668Student Assistance. Genéral. Provisions, Subpart D. lnstltut:onal and
Financial Assistance Information. for Students, 668.46 Inshtut:onal
security:policies and crime statistics, effective July 1, 2010.

B Federal Reg;ster 74 FR 42380-01, Proposed Rules Department of
Education, 34 CFR Parts 600, B68, 675, 686, 690, and 692, RIN 1840-
ACO9, Generaf and Non-Loan: Programmatlc Issues; dated Friday,
Auglist 21, 2009:

7 Carter, S. Daniel, Covering Crime on College Campuses: Recently

enacted mgulauons mdndate that schools open up about security
issues, The Quili.Se ptember 2000
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Security on Campus, Inc., Campus Watch, Volume VI, ‘Issue’1,

Spring/Summer 2002

From Understanding to Compliance: Your Campus and.the-Clery Act,
Viewers Guide, June 2002, published by The Califorria State University

20 USC: §1092; United States Code: Anhotated, Title 20. Education,

Chapter 28. Higher: Educatnan Resources and Student. Assistance,

Subchapter IV, Student Assistance, Part F. General Provisions. Relating

to Student Assistance Programs, §1092 Institutional and financial
assistance information for students, -effective August 14, 2008

Letter to. The Honorabile Timothy: M. Kaine from Charles W.-Steger and

Jacob A. Lutz, i, dated April 19; 2007

Executive Order 53, Commanwealth of Virginia, Office of the Governor,

2007

Mass Shaatmgs at Vtrgrma Tech (ﬁna%) addendum to' the Repcrt of the

E-mail to campus community entitied “Shooting. on campus,” dated

‘Monday, Apni 26, 2007, 9:26:a.m.

E-mails from Co-director of Environmental Health and Safety Services.

‘dated Apfil 16, 2007

Virginia Tech Campus Secuitity Réport on- April 16, 2007

‘University Policy 561 5:::'Ga‘r_npusiSecuﬁty, revision 3, dated May 7, 2002

Emergency: Response Plan, revision 3.0, dated May 2005 (in effect: on_'
April 16, 200?)

(ICS} 100 Tralmng Manual
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20 E-mails to Virginia Tech representative to the Review Panel entitied
Police Authority to:Disseminate Warmings, dated.August 14, 2007

AND

Esmail ftom Virginia Tech representative {0 the Review Panel entitied
Message-Authorization, dated Atigust 17, 2007

21 Hunter, Bonnie, and Johin Wesley Lowery, Campus Safety and the.
Clery Act, 2008 winter addition of L éadership Exchange by NASPA.

22 Unwarsnty Pollcy 5616. Campus and Workplace Violence Prevention

Policy, revision 1, dated August 23, 2005

23 Orga'mZahenal Structure of Virginia: Polytechnic Institute and State

24 \Virginia Tech's Timely Wamings in 2007, 2008, 2008

25 University Town Hall Meeting, April. 16, 2007 Initiatives and
Recommendations, dated March 19, 2008

.26 Progress Report on April 16, 2007 Recommendations & Initiatives
presented to the V'rgmna Tech Board of Vigitors, November 2; 2008

27  Progress Repart on Récommendaticns by Initiative, October 31,2008
28  Emergency Resporse Pfan; revision 7.0, dated Aprit 2010.

29 University Policy 5615: University Safety and Security, revision 5; dafed:
February 27, 2009

30 Virginia Tech Safety:and Security Committee Structure, March. 2010

31 University Policy 5616: Campus and Workplace Violence Prevention -
Policy, revision 2, _dated March 19, 2008.

a2 Virginia' Polytechnic Ingtitute and State University: Board of Visitors
approved Resolution Affi irming Creation and Continued Operation of the
Campus and Workplace Violerice Prevention and Risk Assessment
Commitiee:and Threat Assessment Team, June 2008

a3 Emergency Nofification System Protocols, Virginia Polytechnic Institute
and State University, January 2010

34 \Virginia Tech Emergency Notification Poster - Classrooms

PRCN 200810326735 Page 71



35

36 University Pallcy 4345; Emptoyee Assistance Program, revision 0;
dated March 31, 2008

ar Presidential Policy Memorandum 251, Appmnb'nent of a University
Threat Assessment Team, dated: Jénua'r'y'31 2008

38. University Policy 8300: Universily Policies for Student Life, revision 0,
dated August:21, 2007

39 Vfrglnla Po!ytechmc Instltute ar_p‘ *State Un|Ver5|ty Board of Vsnors
L:fe mfenm Suspensmn Pohcy. March 201{3

40 Virginia Polytechnic institute and State Unwersﬁy Board of Visitors
approved Resolution For Changes to University Policies: For Student
Life: Weapons Folicy , March: 2010
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